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CONTRACTING FOR NAVY HUSBANDING SERVICES: AN
ANALYSIS OF THE FAT LEONARD CASE

ABSTRACT

For over 25 years, the U.S. Navy contracted with Glenn Defense Marine Asia
(GDMA) to provide husbanding services. In 2013, the Justice Department announced an

investigation alleging that for yealSDMA had engaged in procurement fraud.

The purpos of this research is to analyze Navy husbanding service contracting
using the Fat Leonard case through the lens of auditability theory, applying contract
management and internal control frameworks. This research analyzes each alleged act of
fraud in the lat Leonard case and aligns the act with the contract management phase in
which the alleged act occurred and with the internal control component that most

contributed to and allowed the alleged act to be perpetrated.

The research findings identified colias as the primary fraud scheme in the Fat
Leonard case. Research findings show that the alleged acts of fraud occurred primarily in
the buyerés contract administration and pro
pre-sales activity and contract adnstration phases. Furthermore, the findings indicate
that the internal control deficiencies were in the control environment and information and
communication componentBased on these findings, recommendations are provided to

improve the auditability ofiusbanding service contracting.
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l. INTRODUCTION

A. BACKGROUND

For over25years, the U.S. Navy contracted with a Singajii@sed firm, Glenn
Defense Marine Aa (GDMA), to provide husbanding services for Navy ships making
port calls in the Asia/Pacific regigiindictment,United States of America v. Simpkins,
2015).The firm was led by a Malaysian national, Leonard Glenn Francis, also known by

Navy personnel adFat Leonard because of his large stature.

Since Navy ships routinely make vssib ports of call that lack organic Navy
supporthusbandingsupportproviders (HSPsare typicallycontractedo provide support.
HSPsarrange for and provide items suck farce protection equipment and services,
food and water, and fuelhey schedule tugboats to shepherd ships in and out of port,
facilitate the removal and disposal of oily and human waptesjde water taxi services,
and provide vehicles and transpditan services, as weklis a host of other incidental
services associated with a ssipgport visit (Naval Audit Service, 2014usbanding
services are particularly hard to manage as they involve large volumes of liquids such as
wastewater or fuelThese seiices are often rendered in remote locations where
competition is limited, andvhere barriers such as language and cultural differences
exist. Personnel who are not experts in contract management typically monitor these
contracts.Furthermore, the majiy of Navy vessels lack technology (such as flow

meters) to measure the movement of various liquids to and from the ship.

In 2013, the Department of Justice publicly revealed that, for years, Fat Leonard
had secured Navy husbanding service contractscanducted business through illicit
procurement fraud schemes such as bribery, bid rigging, and fraudulent invoice
submission (Whitlock, 208b). This research study reviewhe Fat Leonardasethrough
the lens of auditability theory to provide lessonsredrto the NavySpecifically, Power
(1996) statesthat processes must be made auditaBlendon and Rendon (2015)

introduce the Auditability Triangle that establishes a conceptual framework, which



asserts that procurement fraud can be mitigated thrbaghg competent personnel,

developingcapable processesnd establishingffective internal controls

B. PURPOSE OF RESEARCH

The purpose of this research is to analyze Nawsbandingservicescontracting
using the Fat Leonardasethrough the lens of audhdity theory, applying contract
management and internal control framewofadings from this research will be used to
develop recommendations that seek to improve Neasgpanding servicaontracting by
enhancing the competency of all process stakergld®mprovingcontractmanagement

process capabilitiegndstrengtheimg internal controls

C. RESEARCH QUESTIONS

This research addresses the following research questions:

1. In which contracting processes did @ilkegedacts of procurement fraud
occur in theFat Leonardtaserelating to Navy husbanding services?

2. What internal controls were deficient that permittedaiegedacts of
procurement fraud to occur in the Fat Leonzaderelating to Navy
husbanding services?

3. What were the specifiallegedprocurenent fraud schemes that occurred
in the Fat Leonardaserelating to Navy husbanding services?

D. METHODOLOGY

This research study analyzes the Fat Leonasdthrough the lens of auditability
theory, using contract management and internal control framewdithis. study
specifically analyzesalleged procurement fraud incidents, the phase of the contract
management process in which the fraud scheme occurred, and which internal control
component was associated with each fraud schéiis. methodologyincludes the
development ofn database that contssof publicly available criminal indictments and

other court documenteglated to the Fat Leonard case



E. IMPORTANCE OF RESEAR CH

Procurement fraud is an ongoing issue withi@DOD. An analysis of real world
fraud case can provide insight through whidche DOD can gain lessons learned to
develop individual competenciesmprove contract management processeamd
strengthen internal control$his research study is importamecause it seeks to develop
recommendationsooted in auditabilitytheory thatcan be employed by Navy leadership

to deter fraud in NaviiSPcontracting.

F. LIMITATIONS OF RESEA RCH

This study has several limitation®ne limitation is that this study is based on
allegations of fraud that were extractieodm publicly available criminal indictments and
other court documents related to the Fat Leonardtbasevere available as of September
30, 2017 While several personnel have pleaded guilty as of the date of this report, those
plea agreements remain kEzh As a result, the public is not able to determine the specific

acts of fraudo whicheach persoactuallypled guilty.

Another limitation is that the alignment of each alleged act of fraud to a contract
management phase and internal control compdeesubjective in naturén many cases,
there wasan overlap between contract management phases and internal control
componentsEach act of alleged fraud was aligned with the contract management phase
in which the preponderance of activity took plagdditionally, each alleged act of fraud
was aligned with th@rimary internal control component thaad deficiencies thahost
contributed to and allowed the fraudulent act to occur.

G. ORGANIZATION OF REPO RT

This report consistf six chaptes, including thisntroductionchapter Chaptenl
provides diterature review of th&lavyts husbanding contracting environment to include
past and current problenasidactions taken by the Navy to addréissse problemsThe
chapter also discussesuditability theory, contract management processes, internal
control componentsand fraud scheme<hapterlll provides a history of GDMA, a
timeline of its contracting activity with the United States Navy, and a timeline of its

3



ultimate demiseChapterlV provides thanethodobgy by whichthis research study was
conductecand describea databasef allegations of fraudhatwas developetb conduct
the researciChapterV presentshe research findingprovideshe analysisandexplains
the implications of the fidings.Chager V also providesrecommendationto enhance
the competency of HSP contract process stakeholdempyove HSP contract
managemenprocess capabilitiegndstrengthen internal control€hapterV| provides a

summary of the researemd presentthe conalisions and areas for further research.

H. SUMMARY

This chapter provided an introduction and background on Navy husbanding
relating to the Fat Leonard case. It discussed the purpose of analyzing the Fat Leonard
case to produce recommendatiohatimprove theauditability of husbanding service
contracting.Next, the chapter presented tlesearch gestions that will be addressed in
this study It also presented the methodology, as well as the importance and limitations of
the research. Finally, this chapter ggpted the organization of the repdfhe next
chapter presents a | iterature review that
environment to include past and current problems, actadten by the Navyo address
those problems, auditability theorgpntract management processes, internal control

components, and fraud schemes.



Il. LITERATURE REVIEW

A. INTRODUCTION

The literature review includes pesaviewed articles, newspaper articles, and
government documents related to contracting management processeslicontrols,
and procurement fraud schem@&sis chapterfirst reviews the literature on husbanding
processesised in the Navyboth pre and postGDMA) and husbanding processes used
in the private sectoMext, thechapterdiscusses auditability thgoand its associated
components otompetent personnel, capable processes, and efféctereal controls.
Next, the contract management framework is discussed and is presented from both the
buying and selling perspectiveA discussion of thelntegrated Internal Control
Framework isthen presentedFinally, this chapter enddy presentingthe six most
commonprocuremenfraud schemeslhe Navy husbanding process is discussed in the

following section

B. NAVY HUSBANDING PROCESS

U.S. Navy vessels (ships and lsuarines)routinely sail into foreign pos for
various reasons while away from homeirtolude liberty multi-national exercise and
resupply efforts Ships require a myriad of support functions during port visitsh as
tugboats, pilotage, fuel, tragiemoval, rental vehiclesand cargo drayage. For many
years, the U.S. Navy has relied lmnsbanding support providetd$P9 to provide these
services during port visits and liaison with the local port and community on their behalf.
The next section includes a discussion othe husbanding service suppoprocess

employedoby the Navyprior to the Fat Leonard case

1. Pre-Fat Leonard Case Husbanding Processes

Four commands were involved in the husbanding processuding the
numbered fleet commandethe Navd Supply Systems Command (NAVSUPhe
servicing Fleet Industrial Supply Center (FISC, now Fleet Logistics CHrit€l]), and
the units respectivéype commandefTYCOM). The numbered fleet commander was in

5



charge of each vessel operationally when a saitled into their area of operations
(AOR), andthe TYCOM had administrative command and issued governing supply and
financial policy NAVSUP and FISC performed support roléAVSUP developed and
implemented the overarchingontracting policy while FISC awarded husbanding
contractgBurson, 2011). The TYCOM was responsible for providing operating funds to
the ship, including funds to pay for port visits. TYCOM provided funding to ships in two
categories: Equipment Maintenance and Repair Money (EMRMJi@titeio money for
consumable items and servicés include husbanding. A specific fund code designated
each service so ships could identify what they purchased@itheio funding. Upon
completion of a port visit, TYCOM directed the sEgupply officer to prepare a port
visit cost report (PVCR) and submit via naval message to their respective TYCOM no
later thanfive days after leaving port. The PVCR was broken into categories via the
different fund codes that TYCOM specified ships use to pay for difféiree items (e.g.
passenger vehicle rentatommunications, and charter & hif€ommander Naval
Surface ForcefCOMNAVSURFOR] 2008). Thesupply officermaintained a separate
port visit folder for each port visited over a twyear period. The folder otained the
original Logistics Requirement§LOGREQ) message(as well as any supplemental
LOGREQSs), copies of all DIForm 1155s (Order for Supplies or Serviceslvoices
provided by the husbanding agentand a copy of the port visit cost report
(COMNAVSURFOR, 2008).

The first stepnitiated by shipboard personnel in the Ndawsbanding contraicig
processwas for a ship to identify a requirement for support during a port visit.isn th
process, the numbered fleet commander in charge of the ship and ementél.S.
Embassy located in the host country approved these visits. For example, if a ship sailed
into the7th Fleet (Western Pacific Ocean) Area of Responsibility (AQ®) Fleet would
be the final approval on all the sBpport visits with the U.S. mbassy of the proposed
country providing diplomatic clearance.

Once a ship secured approval from fleet commandeand diplomatic clearance
from the U.S. Embassyhe ship wagequired to submit a LOGREQ. The LOGREQ
contained essential requirementstfoe ship to conduct a visiivhether moored pieside

6



or anchored offshore. Items common to a LOGREQ indudguired tugboats (humber
and size)fender requirement$arbor pilot servicedrow servicegliberty boat services
trash removal Collection, Holding, and Transfer (CHT) disposathip® vehicles and
others Commander, Naval Supply Systems CommanNASUP], 2015). Force
protection requirements evolved over time and, especially since 9/11, impress a large
burden on the crew and husbanding ag@entsupport evegrowing numbered fleet
security requirement&.OGREQswere difficult to standardize across the fleet given the
Navyés myriad ship and submarine classes (Burson, 2011). Once tli& Gbipmanding
Officer approved the LOGREQ, the ship relehgevia Classified Naval Message to their
supporting numbered fleet and serviciBsC (COMNAVSURFOR, 2006). Since the
message and its contents were classitieel ship could not send the message directly to
an HSP to begin coordination. A representatifrem the ship, most often theupply
officer, would copy the unclassified portions into email messageind sendt to the
HSP tobegin coordination efforts.

As part ofthis process, each FISC operated independently regarding the award of
HSP contracts Some FISCs awarded contracts on a-bgsease basis per each port visit,
while others wouldaward task orders against existing Indefinite Delivery, Indefinite
Quantity (IDIQ) contract instruments. IDIQs are contract instruments that provide for
individual task orders or delivery orders for the procurement of supplies or services within
the scope of the IDIQIDIQs are usedwhen there is a known requirement for
services/material, buthe exact delivery dates, quantitiesr methodsare unknown
(National ntract Management Asgation, 2017). HSP IDIQ contracs allowed
individual units to order directly from thdSP rather than ordering through a servicing
FISC/FLC. Since the contracting officer had already negotiated pribesshi@s supply
officer, who acted as therdering officeron FISGawarded husbanding contracts, was not
required to research requirements ordered@i® or to determine if port services costs
were fifair and reasonahleAll orders againstDIQs were required to be documented on
DD Form 1155 and signed by tiseipply officer(NAVSUP, 2005. It is important to note
the distinction betweemn ordering officerand a contracting officerin this case. The

commanding officedid have the option to designate th&upply officersas contrading
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officerson a SF 1402, but this did not apply to awarding husbanding service cortracts.
the instance where an established husbanding service IDIQ was not available, the local
FISC would take action based upon the &ipOGREQ to execute a contrdor that
particular port visitAfter a contract was awarded, the ghigupply officerwould act as an

ordering officeron the contract.

After the shiporderedagainst anDIQ for husbanding servicesr after FISC
awarded a contract for that particulaisit in the absence of an IDIQGhe HSP
subcontracted out all required services or provided them organically if they possessed the
capability. During the port visit, the slagsupply officermaintained contact with the
HSP throughout the port visit andas required to maintain receipts and invoices from
subcontractors provided for services rendered throughout the port visit
(COMNAVSURFOR 2008). At the conclusion of the port visit, th&SP would meet
with thesupply officeronboard the ship to discussdirnnvoices and resolve any disputes
regarding invoice totals. Theupply officerverified all DD 1155s against receipts and
delivery tickets, then sigrd and passd the package the shigs disbursing officerto
make payment via 3. Treasurycheck or cah COMNAVSURFOR 2008).

Since submarines do not possess a disbursing officer function, ribeylbave
the ability to write checks against the U.S. Treasthg husbanding process for U.S.
Navy submarines varied from that of surface shipse Submarie TYCOMs
(Commander, Submarine Forces, U.S. Pacific Fleet; and Commander, Submarine Forces,
U.S. Atlantic Fleet) worked with the numbered fleets to determine future port visits for
their submarines. Once the numixfleet finalized port visit schedulesrfa particular
submarine, the Submarine TYCOM Comptrollers reviewed previous PVCRs from these
visits to estimate costs and augmented that amount to the sulbiméaiget. When the
submarine completed the port visit, the supply officer was required titstiie PVCR
no later than five days after completiorhe Submarine TYCOM Comptrollers would
initiate payment to the HSP through Defense Finance Accounting Service (DFAS) based
on the PVCR (Burson, 2011).

This sectiondiscussed the process formerly ubgathe Navy to contract for and

arrange for husbanding service supgwitr to the Fat Leonard cade the nextsection
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the industry®s use of husbanding service support is discussed, and key differences
between the Nawg andtheindustry®s use of HSPare explained.

2. Differences between Navy and Industry Husbanding Processes

The commercial shipping industry, specifically freight transport, requires similar
services as that of U.S. Navy vessels when conducting visits away from gutse
However, there r@ several differences between Navy and industry practices. In
terminology, the freight industry utilizesfport agenb also known as a ship agent or
agent, instead of HSPs An fiagend being distinguishable from husbanding service
fiprovideo in that anagent is contracted to act on behalf of the &hgowner, where a
husbanding service provider can only coordinate for the ship (to the extent of the
contract), but cannot obligate the shiptbe U.S. governmentinancially (Verrastro,
1996) Similar to frow the Navy relies oiHSPs the commercial shipping industry relies
on port agents to coordinate and deliver all required services and supplies during a port
visit. These services include tugs, pilotage, trash removal, cargo drayzdjbrow

service, as @il as all port tariffandfees (Verrastro, 1996).

One of thedifferences between Navy and industry practices is the level of
ownership delegated to the stE@gent. A shis agent exercises fiduciary responsibility
on behalf of the shiis owner, or pncipal, while the ship is conducting business away
from home. The Navy places this responsibility on eachisbhggmmanding officerwho
delegates the business of husbanding to thedshupply officer Another difference
between the Navy and industry ptiaes regarding husbanding is that the industry goal is
to minimize the amount of time that a vessel is in port, thereby saving money and
increasing profitsin the commercial shipping industry, a ship is not making money for
its owner if it is in port weing to get underway or waiting to arrive in pattonversely,
the length of a Navy ship port visit is specifically designed to support the mission of the
ship and the shifs operational commanddReadiness is the primary factor that drives
port visit length. For example, a ship may conduct a sestag port visit following
extended operatioret sea.This port visit is designed to provide the crew with downtime

support resupply andmaintenance effortsand also fulfill diplomatic objectived-or
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exampe, if the United States has a desire to promote cooperation between the Navy and
the navy of a foreign government, tiship& operational commander might strategically
execute a port visit in that countrigy conducting this port visitsailors are givethe
chance to decompress from rigorousea operations and rechargeport maintenance

and resupply can be completealhd diplomatic objectives are fulfilledJnlike the
commercial industry, there is no profit objective assigned to the length of aigigrt

however, increased time in pday Navy ships catead to readiness shortfalls.

Perhaps the greatest difference between Navy and industry practitiest is
shipping firms tend teestablishlong-term relationship with a particular shigs agent.
The Competition in Contracting Act (CICA)implemented throughthe Federal
Acquisition Regulation (FAR) requisdull and open competition for every contract and
typically limits the lengthof a servicecontract termto a maximum offive years to
include opton periods(FAR, 2017. Industryis able todevelop relationships and trust
with particular ship agents over a much gredit@e span than is the case with Navy
husbanding practice#\ shipds agents must have a unique understanding of the port in
which ther principalts ship is calling as well as close relationships with all businesses
that will provide services for the ship (Cardona, 2011). Cardanamemberof the
Association of Shipbrokers and Agengsnphasized the importance of the principal to
ship agnt relationship in a study conducted by a major global oil firm in 2011. The study
demonstrated that shipping firms could receivefiannual savings of $5,000,000 if it
could enjoy just a 3@ninute reduction of the worldwide turnaround of vessels inoport
(Cardona, 2011, p. 40). Industry stEpagents also take their relationship with their
principal (shi@s owner) further. They are responsible for not only husbandindoial
business transactions conducted during each port satlh as unloading w,
stevedoring and resolving any delays in offloading or loading cargo due to weather,

equipment malfunctions, union issuasd so forth(Verrastro, 1996).

A ship& principals may advance up to 90% of the funds required to conduct
business for a ship i particular port. Before the port visit, they expect agents to provide
the principal with an itemized list of projected expenses based on thésakremiviedge
of historical port costsA ship& agents are generally not liable for expensesirred
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during a port visit, buthey may voluntarily intervene in payment disputes between the

principal and a service provider (Verrastro, 1996).

In this section industrys use of husbanding service support was discussed, and
key differences between Navy and indystse of HSPs were explainéihe nextsection
discussedindings from the NavaAudit Service related t@shortcomings in thé&avyts

husbanding and port services contracpngcesses

3. Naval Audit Service Findings: Navy Husbanding and Port Services
Contracts

Following the exposure of the Fat Leonahse the Secretary of the Navy
ordered an audit of the Na/husbanding processes. Latbaptes will discuss details
of the Fat Leonaradase. Secretary of the Navy Ray Mabus ordered the Naval Audit
Serviceto review these processes in December 2013 under the guidance set forth in
SECNAV Instruction 7510.7FDepartment of the Navy Internal AudiThe audifs
purpose was to identify weaknesses in internal controls and propose ways to improve the
overall husbading processfrom identifying the port visit, soliciting proposals, awarding
contracts, administering the contra@sd closing out the contraci®he audit focused on
various port calls across several ship and submarine cladseththe 5th and6th Fleets
from 2012 to 2014 (Naval Audit Service, 2014).

The audit results provided evidence for the Naval Audit Service to infer that the
U.S. Navys contracting processes regarding husbanding were lacking in areas to deter
andpreventfraud. Failures highgjhted in the audit include (but are not limited to) failure
by shigs personnel to verify contractor charges for volumetric services, numbered fleets
and administrative commanders not properly monitoring fdi@dscution in various port
calls, lack of segrgation of duties in the ordering and receipt process, ans saipply
officersnot holding current contracting training or carrying insufficient training. Overall,
the contracts that Naval Audit Service reviewedemalued at over $650 milliofNaval
Audit Service, 2014). The next paragraph will discuss several specific failures noted in

the Naval Audit Service report.
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The audit team found that NAVSUP utilized a prohibited -pbs$-percentagef-
cost contract in the United States Africa Command ARAR 16.102 prohibits this type
of contract, which FLC awarded without explicitly stating a ceiling on markups. The
vendor in this case invoiced the Navy for more than $87,000 in markup fees over a two

year period of business (Naval Audit Service, 2014).

The auditors noted deficiencies in the receipt and payment of volumetric services
on multiple occasions. The majority of these instances involved a disconnect between the
person signing invoices for these servic€sllection, Holding, and TransfdiICHT];
potable wateretc.) and the shg supply officerwho paid the bills. Another instance was
the failure ofsailorsto verify invoiced amounts visually or with installed volumetric
equipment (e.gtank level indicators or engineering tank logs) and acceptndractor
invoices at face value. Another volumetric failure involved a&hifsit to the Kingdom
of Bahrain. A contractor placed two 4,008llon liquid trucks on the pier next to the ship
to empty its CHT tanks continually without having to wait faclke individual truck to
arrive. A third 4,006gallon capacity truck arrived at intervals throughout the day to
empty the other two trucks and dispose of the CHT. Auditors observed the single truck
arrive and empty both sta#iy trucks that were visually ndéull. Even though the trucks
were not full, and the receiving truck had only a 4;0@0on capacity, shijg company
signed a receipt for disposing of 8,000 gallons of waste. The receipt process in all
instances lacked consistency and procedural conualiahll persons receiving material
must circle the quantity, sign the documertd date the document per the NAVSUP P
485, Paragraph 6188 (Naval Audit Service, 20T#E $ipés forcepersonnel involved in
the audit could not produce all relevant receiptuments to match each purchase order
DD 1155 and in one case, sailoradmitted thafif no one asks for the delivery tickets
once the ship departs from port, he throws them awblaval Audit Service, 2014,
p.13).

A key component of the indictmentstime Glenn Defense Marine Asia (GDMA)
case (details discusstater) is the mishandling and distribution of classified information.
The Naval Audit Service observed that during the period of the auditi(2012), U.S.
5th and 6th Fleets did not regard daified shigd schedules agineed to know
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information. All shigs schedules were readily available to anyone who had a Secret
clearance and a Secure Internet Protocol Router Network {S&Raccess. Various
military personnel and contractors within edldet could easily access this information
although their job descriptions did not require them to knows8lEphedules (Naval
Audit Service, 2014).

Most relevant to this research, the auditors discovered several failures on the part
of NAVSUP Fleet Loggtics Center (FLC) Sigonella in the awarding addninisteringof
port visit contracts. The audit revealed that FLC Sigonella had designated FLC Sigonella
personnel asontracting officeds representatigg CORS) on nhumerous occasigradespite
DOD contra¢ing policy dictating that the COR be a person of the requiring command
(the customer). The FLC Sigonella CORs did not travel to each port visit to determine
whether the contractor performed the services. Similarly, FLC Sigonella failed to enforce
Quality Assurance Surveillance Plans (QASP) in two of the five contracts they awarded
during the audds timeframe. The auditors found the remaining three contracts to contain
deficient QASPS, with no requirement for accuracy in volumetric services, no prohibition
of markups for unpriceélemergeni customer requirements, and no requirement for the
service provider to verify they actually possessed the capacity and capability to carry out
the contract. Furthermore, neither the FLC Sigonella contracting office moship
maintained a complete contract administration file as required by the FAR 4.8.
Specifically, FLC contracting files were missing several DD 1155 order documents in all

12 contracting fileghat weresampled (Naval Audit Service, 2014).

Naval Audit &rvice ended its report with an unfavorable evaluation of the ability
of U.S. Fleet Forces Command (and its components) MAYSUP to reassure Navy
leadership and the American taxpayers that they had sufficient internal control practices
in place to deteand prevent fraud in Navy husbanding contracts. The auditors mentioned
three specific areas where the Navy was lackimgich includedfeffectiveness and
efficiency of operations, including the use of the editgsources, reliability of financial
reporing, and compliance with applicable laws and regulafigh&val Audit Service,

2014, p.18).
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This section discussed findings from the Navaudit Service related to
shortcomings in the Na@ husbanding and port services contracting proddssnext
sedion discusses theurrenthusbanding process employed by the Navy and changes
madeto account for the shortcomings highlighted by the Naval Audit Semicis
September 2014 repahdbased oressons learned from the GDMAase

4, Husbanding of the Future: Off-Ship Bill Pay

During the Naval Audit Serviés audit of Navy husbanding processes, the Chief
of Naval Operations concurrently ordered that the Nawyductresearcton alternative
methods to procure husbanding services that were both measurableuditeble.
SubsequentlyNAVSUP rescinded afloat supply officer authority to negotiate contract
terms and conditions, establish contract line item pricing, or place orders for any line item
not specifically priced under existing contract vehicl8B\YSUP, 2014). The Naval
Audit Servicés results further reinforced the Secretary of the Bappsition that the
process must change. He created a Task Force Navy Operational Commanders Support
(TF NOCYS) to explore the process improvement of Nd8 contractingRear Admiral
Grafton Chase led TF NOCS while he served as Reserve Director, Logistics and Business
Operations in the Office of the Chief of Naval Operations. The task force incorporated
elements of myriad Navy commandscluding the Undersecretary of theavy for
Financial Management and Comptroller, Office of the Chief of Naval Operations
(OPNAV), United States Fleet Forces Command (USFF), United States Pacific Fleet
(PACFLT), NAVSUP, and Defense Finance and Accounting Service (DF®dS)ame a
few. Ther purpose was to develop a standardized process that could cover all husbanding
needs across every ship and submarine class in the Navy inventory. This task force aimed
to ensure the new process was auditable, contractually sound, and eliminated the risk o
fraud, wastgeand abuse (Murphg Gardner SC Newsletter, 2015). A key task of TF
NOCS was to cultivate a culture of port visit accountabilitgtweenevery ship
commanding fiicer and his crew. Historically, the relationship between thepply

officer and theHSPwas the foundation of the port visit process (Braun, 2015).
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TF NOCS provided a product in 2014 called-Sffip Bill Pay (OSBP). The new
process went into effect Nawyide on October 1, 2015. Prior to OSBP coming online, all
Navy type commanderprovided ship-specific training to allcommanding officers
commandmaster chiefssupply officers and their departments on thmew process
stressing ethics laws and regulations regarding interaction with contractor personnel. The
CNO also declared theusbanding process to BEommande@businesé meaning the
commanding officerexecutive officercommand master chiednd other leaders all hold
an equal stake in a successful port visit. No longer does the responsanitity
accountability of the portvisit fall to the supply officer alone. US. Fleet Forces
Command, US. Pacific Fleet along wits™", 6™, and7"" Fleet staffs also conducted preof
of-conceptfitesb OSBP port visits during the early part of 2015 using each ship class in
the Navy.

The O3BP process begins similarly to that of tcessemployed prior to the
Fat Leonard casewith a ship identifying a requirement to conduct a port call (upon
approval of numbered fleet commander). Instead of developing their own LOGREQ,
ships are requiretb utilize standardized LOGREQs according to their ship class and
required type of visit (moored or anchored). The standardized LOGREQ was developed
by the TF NOCS and includes claggecific information that is required for port calls
such as required mber of tugboats, dimensions of the ship, required mooring line

information, required typeand dimension of fenders (if pisrde mooring), etc.

OSBP requires that ships submit a standardized LOGREQ (Unclassified) to their
numbered fleet commander for appal no later than 30 days prior to a scheduled port
visit. TF NOCS provided every numbered fleet with traingmhtracting officerés
representatives (CGiRthat monitor the administration of husbanding contracts in their
specific AOR. The COR reviews tHEOGREQ to verify the shifs requirements and
identifies any deviations from the piflled numerical values listed for all services. All
deviations from the standard LOGREQ require approval from the numbered fleet
commander before the next step. After @@R approves the LOGREQ, they forward it
to the Fleet Logistics Center servicing the AQ# o will issue a Request for Proposal

(RFP).After the FLC awards a task order, or a staf@he contract in the case where an
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IDIQ contract instrument does not exitte ship will receive a copy of the task order
standalone contract if applicableglong with an itemized spreadsheet to verify and

document daily invoices with the HSP throughout the duration of their port visit.

During the port visit, the ship actas receiving agent, completes the port visit
checklist, and rectifies all daily business with the HSP. If the ship has an emergent
requirementjt must coordinate services through the assigned @@drisavailable 24/7.
OSBP does allow leeway in the evéimatthe safety of the ship or ship personnel ist
risk. A hypotheticalexampleof thiswould bewherea ship required an additional tugboat
during arrival due to high winds that could present a safety situation. For these
requirements,commanding ofters and supply officershave the authorityto order
directly from the HSP and rectify all documents after the fact with the COR. At the
conclusion of the port call, the ship meets with the HSP to gather all final invoices and
receipts. The shis supply officer compiles a single DD Form 250 Material Receiving
and Inspection Report to document all services and quantities provided by the HSP. The
supply officeris required to submit the DBorm 250 and completed port visit checklist
to the COR within thredays of leaving port. Under the processployed prior to the Fat
Leonard casdisbursing officerassigned to the ship were required to pay the HSP with
a treasury check or cash for services rendered, but witsi@i Bill Pay, this function
falls to canmands ashore. When the COR receives the signedr®@m 250 and port
visit checklist,he or sheverifiesthis against the final invoices that the HSP submits and
the FLC task order. This provides an auditablesay matchln the case ofliscrepancies
between the DD Form 25Q@he FLC Task Ordé€Contract and HSP invoicesthe COR
will work with the responsible partig® achieveresolution. When the COR has a
certified, threeway match, they forward the documents to the &GhipyCOM, who
certifies the bil and submits the packagethin approximately 30 days tBDFAS for
payment Figure 1 provides asualrepresentation of this process.
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Figure 1. Husbanding Provider/Ofship Bill Pay Procesklap.

Source CommanderNavalAir Forces (201Y.

This sectiondiscussd the husbanding process currently employed by the Navy

and changes made tioe former process taccount for the shortcomings highlighted by

the Naval Audit ServiceThe nextsectiondiscusses another initiative taken by the Navy

to reform the Navy HSP camicting process multiple award contracts.

5. Multiple Award Contracts

In an effort to increase competition and transparency in pricing, NAVSUP

developed a strategy of utilizing Multiple Award Contracts (MAC), a form of an IDIQ

contract instrumentin specific ports, countries, and regions inhabited by the Navy.

Under this strategyan FLC may decide to establish a MAC in a specific port (Brugler,
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2016). In this case, a ship port visit would be competed against the MAC schedule
holders and award made to thentractor determined by the Contracting Offic@have
best met the source selection critehm2016 Fleet Logistics Center Yokosuka awarded
the first Multiple Award Contract (MAC) to four husbanding service providers for
services in upcoming port visito Hong Kong The period of performanceas from
September 1, 2016to August 31, 2017with a sixmonth option. This type of
procurement strateggllows FLC Yokosuka to have capaliSPsready to support
existing ship visits and allows for more flexityi over awarding individuastandalone
contractsn the eventhat 7" Fleet adds more port visits during the period of performance
(Laron, 2016).A review of thepublicly accessibleGovernment Point of Entry (GPE)
website(http://fbo.gov) conducted orugust8, 2017, showshatthe Navy has solicited
long-term HSP MAC IDIQ contracts for ports of call in Japan, South Korea, Russia, the
Republic of the Philippines, and Europe

This sectiondiscussedNavy HSP contracting processes as well as Naval Audit
Service findings orthe deficiencies of the procesehe Naval Audit Service identified
weaknesses irstakeholder competencHISP contract management processasd
internal controlsCompetent personnetapable processes, and effective internal controls
are components that characterize aaganizatiods degree ofauditability (Rendon &
Rendon, 2015)The nextsectiondiscusses auditability theary

C. AUDITABILITY THEORY

Power espouses in his boGkganized Uncertaintthatiimaking objects auditable
places tem within a particular style or climate of proof and reasamiipwer, 2003,
p. 152).Power(2007) states,AA theory of auditability requires a much wider field of
vision than audit alone because it delineates a distinctive managerial and governmental
epstemology by which organizational practices can be publicly known to both their
participants and by distant othe(®ower, 2007gp. 162).By fimaking things auditabje
organizations can provide the transparency and assurance that they are operediihg ethi

and within the accepted guidelines (Power, 1996 289. Power argues that
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organizations must manage risk by establishing processes and procedures that allow for
their auditability (Power, 20@y.

Rendon and Rendon (2015) argthat fithe theory of aditability incorporates
three aspects of governance which emphasizes effective internal controls, capable
processes, and competent persomn@. 715). The relationship between these

components is depicted in Figute

Auditability Triangle

Educated Institutionalized

N

Trained -QQ)

Experienced §
S

<

Q

Measured
Improved

Internal Controls
Enforced
Monitored
Reported

Figure 2. Auditability Triangle Source: Redon & Rendon (2015).

Auditability theory can be applied to public procurement organizatidhs.
United Nations Office on Drug and Crime states that a public procurement system must
be open and transparent, invoke procedures that are open to scrutingoraaich a
system of internal controls (United Nations, 20B¢ndon & Rendon (2015) state that a
procurement organization can reduce its vulnerability to procurement fraud by
emphasizing the competency of procurement personnel, the capability of the
organizatiorts contact management processes, and the effectiveness of the orgagization
internal controlsThey apply these concepts to the context of the contract management
environment within theDOD. The nextsectionwill discuss the first component of

audtability, competent personnel.
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1. Competent Personnel

Rendon and Rendon (2016) state fitae competent personnel component refers
to the education, training and experience of ti@DDcontracting officers performing
contracting management activitie§. 7%). The DOD mandates minimal educational
and experience requirements that must be attained by all members of the acquisition
workforce (Snider, 1996)However, despite these certification requirements, previous
research revealdeficienciesin the DOD& cotracting workforce to detect procurement
fraud. A 2006 report by the GAO warned th#te DOD faced vulnerability to
procurement fraud due tihe capability gaps within theacquisition workforce (GAO,
2006).In 2015,the GAO once again implorethe DOD to take action to improve the

competency of its acquisition workforce (GAO, 2015).

Changs 2013 survey of B.S. Army contracting organization revealed significant
gaps in the understanding of procurement fraud by military and civilian contracting
officials (Chang, 2013).Castillo and Flanagan2014) conducted the same research
survey against &.S. Air Force contracting organization in 20khd foundsimilarly
poor results Grennan and McCrofy 2016 survey of aJU.S. Navy contracting
organizationusing the ame surveyinstrument fidentified that there is a significant
discrepancy in the ability of the contracting professionals to detect procurement fraud
(Grennan & McCrory, 2016, p. 57Fhese researctudiesshowedthat DOD contracting
officers possessd alow level ofknowledgepertaining tgorocurement fraudchemesnd
internal controls The studieslsorevealed that these contracting officpesceivedthat
their organizations were not vulnerable to procurement frddeit, the second

component of authbility, capable processesill be discussed

2. Capable Processes

Hong and Kwon (2012) arguéhat fimaximum value through procurement
requires effective coordination of sourcing, purchasing, or distribution from the
immediate suppliersor logistics serviceprovider® (p. 463). This implies robust
processes must be established to achieve this.\Réuelon and Rendon (2016) stttat

fithe capable process component of auditability refers @D Zontract management

20



processes and related contract managementiti@st performed by the contracting

workforced (p. 754) Garret and Rendon (2005) identify a framewdhat categorizes the

life cycle of a contracting action into six phases, characterizedsix distinct phases

each with a variety of activities thatust be completed before the contract action can

transition into the subsequent phaSarret and Rendon (2005) state these phases can be

viewed from both the buying and selling perspectives. Specificathyn the buyeis

standpoint, these phasesinclude fiprocurement planning, solicitation planning,

solicitation, source selection, contract administration, and contract closgaatret,

2007, p2).Separate phases make up the sellerodos ¢
directly to each phase inthaity er 6 s pr oces s, 20050aTheseeghdses& Rend:
consist offipre-sales activity, bid/no bid decisieanaking, bid or proposal preparation,

contract negotiation and formation, contract administration, and contract cldseout

(Garret, 2007, p. 22 Capale contract management processes must be established

within each phase to ensure compliance with organization objectivedoaddter

procurement fraudRendon & Rendon, 2015Past research of the Naiy contract

management process capabiliientified that the solicitation, contract administration,

and contractcloseoutprocesses had lower levels of capability than the procurement

planning, solicitation planning, and source selection processes (Rendon, 26&5).

contract management framework will beatissed in detail later in thehapter Next, the

third and final component of auditabilitgffectiveinternal controlswill be discussed

3. Effective Internal Controls

Power(2007) statesthat iiTo lack internal controls, or for such controls to be
judged asdmateriallyd weak, is to fail as a legitimate organizatboeomething only
mitigated by early voluntary disclosure of such weakméps 161). Effective internal
controls ensurécompliance with laws and regulations, monitoring procedures to assess
erforcement, and reporting material weaknesgBendon & Rendon, 2015, p. 71H).a
1999 report, e GAO found that iAManagement should track major agency achievements
and compare these plans to goals and objectiyesl3).This can only be accomplished
through documentation and establishment of verification procedures (GAO, T19@9).

Committee on Sponsoring Organizations (COSO) of the Treadway Commission
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established an integrated internal control framework that establishes five components of
internal catrols When integrated these componentgrovide the groundwork for an
effective internal control system (COSO, 2013)he Internal Control Integrated
Framework will be discussed in detail later in this chapidis section discussed
auditability theoryandthe component®f the auditability triangleln thenext sectionthe

contract management framework is discussed.

D. CONTRACT MANAGEMENT FRAMEWORK

The Contract Management Body of Knowledggserts that contract management
is the means of systematicallychefficiently overseeing the contract creation, execution,
and completion in three main phagB& CMA, 2017) The National Contract Management
Association identifies these phases asgward, award, and peatvard (NCMA, 2017).
These phases are furtheridded i nto WAsix major steps for
activities for the sellero (Garrett, 2007, f
phases to describe all contracting actiand the underlying activities that occur within a
cont r ac tleGRendbn, Z0@8)Proper execution of each phaéectsthe ultimate
success of the contract and contractor performance (Rendon, 20@8¢ are several
different names for each activity and stepse differences encompass the same events.
Each of thesteps and activities can be seen in Figdirend will be discussed in the

following sections.
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1. Procurement 2. Solicitation
Buyer it T i 3. Solidtation
____________ B T e e ot o it e
3. Bid or
1. Presales 2. Bid/no-bid
Seller activity decision meking T it sor
Bid decision
Phase 2: Award Phase 3: Postaward
B 4S Ject] Contract award 5. Contract 6. Contract closeout or
4, Contract negotiation | Controct award 5. Contract 6. Contract closeout or
Seller administration

Figure 3. Buyerts and Sellgs Contract Management Process
SourceGarrett 007).

1. Six Contract Management Phase$ Buyeré Side

Garrett (2007) assertsthat, fiThe majorphases for the buyer are procurement
planning, solicitabn planning, solicitation, source selection, contract administration, and
contract closeout or terminatiofp. 19). Figure4 shows each of the buysrstepsalong

with some of the inputs, toolser, and the outputs created along the progression.

23



Contract Management

(Buyer)

1. Procurement
Planning

Input

| Scope statement

| Product description

W Procurement resources
= Market conditions

| Other planning output
m Constraints

| Assumptions

Tools and Techniques

Make-or-buy analysis

| Expert judgment

| Contract type selection

® Risk management
process

m Contract terms and
conditions

Qutput
= Procurement
management plan
| Statement of work

2. Solicitation
Planning

Input

| Procurement
management plan

= Statement of work

| Other procurement
planning output

Tools and Techniques
= Standard forms
®m Expert judgment

Qutput

® Procurement documents

m Evaluation criteria

m Statement of work
updates

Input
W Procurement documents
| Qualified selier lists

Tools and Techniques
m Bidders' conferences
| Advertising

Output
m Proposals

Input

m Proposals

® Evaluation criteria

® Evaluation standards
m Organizational pobicies

Tools and Techniques

® Contract negotiation
® Weighting system

W Screening system

® Independent estimates

Qutput
m Contract

5. Contract

Administration

Input

m Contract

m Work results

® Change requests

B Invoices and payments

m Contract administration
policies

Tools and Techniques

®m Contract analysis and
planning

| Preperformance
conference

| Performance measuring
and reporting

= Payment system

m Change control system

m Dispute management
system

Output

m Documentation

m Contract changes
m Payment

m Completion of work

6. Contract Closeout
or Termination

Input

m Completion of work

m Contract documentation
or

W Termination notice

Tools and Techniques
m Compliance verification
| Contract documentation
m Contract closeout
checklist
or
m Termination

Output

W Product or service
completion

| Acceptance and final
payment

m Contract closeout or
termination documents

| Documented lessons
learned

Figure 4. Buyerss Contract Management ProceSsurceGarrett 2007).

a. Procurement Planning

The

Garrett (2007) states that the procuremente@ecs i nvol ves

buyerés <contract management process

deter mi ni
procure, how to procure, what to pr@cure, hoc
81). Activities within this phase include determining the requirement, describing the

24



product for acquisition, and performing markesearch to ascertain the marketplace

capability (Garrett, 2011) . Ot her acti viti
devel oping initial cost and schedul e esti ma
2011, p. 208).

In Navy husbanding, the perés procurement planning phase occurs prior to the
decisionmaking authority creating shipsport visit schedules. This involves the
numbered Fleet Commander working with the applicable embassy to schedule port visits
basedon State Department anDepartnent of DefenseOD) desires, host country
availability, and timing considerationBrocurement planning consists of the appropriate
personnel planning the basic requirements of a ship itisitvolves market research to
ascertain the services availabd¢ the individual ports being considered to ensure
potential ports of call are capable of supporting a navy va3seturement planning also
includes developing an overarching acquisition strategy to support port calls throughout a
particular region orr@a of responsibility.

b. Solicitation Planning

Solicitation planning is th@ext phase n t he buyer ds process.
upon the outputs of procurement planning and utilizes them to prepare the documents
needed to support the solicitation. RendoQ0@) states that the activities within the
solicitation planning phase include finalizing the description of the procurement
requirement, determining the procurement metha@l contract type, developing
solicitation documents, formulating the source se@ectriteria, and defining contract
terms and conditions. The decisions made for each of these activities will be used in

subsequent phases of the contract manageprocess.

Il n Navy husbanding, the buyerds solicit:
dedsion-making authority releases the port schedules for the ships in the local area of
responsibility. In the case of an individual port visit, solicitation planning is initiated
upon the shipbés submission of a LOBREQ. The
LOGREQ, reviews the requirements, and determines the best contracting vehicles to

employ to achieve the requirements. To support an overall acquisition strategy for a
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particular region or area of responsibility, solicitation planning involves detergnthe

best way to support ongoing and recurrent requirements, such as an IDIQ contract
instrument and the appropriate task order contract type (e.g-fiXeohprice) to achieve

the desired objectives. Solicitation planning also includes developing rtEosal
evaluation criteria and developing a source selection plan by which the husbanding
offerors would be evaluated.

C. Solicitation

Solicitation is theprocessof publicizing procurement requiremsrib potential
sellers (Garrett, 2007Bolicitatons shol d communi cate the buyerds
sellers in unambiguous terms (Garrett, 20l ospecti ve <contractors
clear, common understanding of the technical and contractual requirements of the
acquisitiono ( Gar rthe buyer pravifes Higher guality 2dlicBations, Wh e n
the seller typically produces higher quality bids and proposals (Garrett, 2007). Events that
occur during the solicitation include advertising the proposal opportinusgingbidders
or preproposal confa@ances, and receiving the offerors proposals (Rendon & Rendon,
2016). Bidders or prproposal conferences allow prospective offerors to resolve any
guestions regarding proposal or contract requirements (Garrett, 2007). Rendon (2008)
wr it es t hagovetnient cinfraetidgeoppmrtunities are publicized through the
Government Point of Entryo (GPE) (p. 173) . F
where government business opportunities can be accessed electronically by the public
through  the Federal Business  Opportunities  (FEDBIZOPS)  website
(https:// www. fbo.gov)o (FAR, 2017). Solicita
bidders that can be used to potentially support future procurements (Rendon, 2008). The
goal of the solicitation phasetso s el ect the best source that
receiving competitive proposals that can be assessed using the source selection criteria
established in the solicitation planning phase (Baker, Bono, & DeVoe, 2016).

| n Navy hus b andblicitatgpn phasd eonsistaiof the igsisance of a
request for proposal t hat contains the requ

the receipt of offers. In the case where a l@rgn contract for a particular region or
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country is solicited, the huahding contracting office might convene a -preposal
conference to address technical and contractual requirements to all interested offerors.

d. Source Selection

Source selection is the process of taking the proposals submitted and applying the
evaluation dteria previously establishef@arrett, 2007) Furthermore, negotiating with
suppliers, if applicable, and executing the contract award strategy will occur during
source selectioRendon, 2008). The Federal Acquisition Regulation (FAR) states that
i t hiseon of the Federal Acquisition System is to deliver on a timely basis the best value
product or service to the customer, whil e 7
public policy objectiveso (FAR, 2017, 1.102)

An organization can use severalnguetitive source selection approaches to
provide the best value. The organization can choose to select the offeror with the lowest
price technically acceptable (LPTA) proposal, the highest technically rated offeror
(HTRO), or use a tradeff process (FAR2017). FAR 15101 st ates t hat it h
source selection process is appropriate when the best value is expected to come from a
selection of the technically acceptabl e procg
15.10%1 further details that a tradié@rocess iiappropriate when it may be in the best
interest of the Government to consider award to other than the lowest priced offeror or
other than the highest technically rated offer@fAR, 2017 15.1011). The source
selection method that is intéed to be used shall be stated in the solicitation. Morgover
FAR 15.1011 states that

(1) All evaluation factors and significant subfactors that will affect

contract award and their relative importance shall be clearly stated in the

solicitation; and (2)The solicitation shall state whether all evaluation

factors other than cost or price, when combined, are significantly more

important than, approximately equal to, or significantly less important
than cost or price (FAR, 2017).

The complexity of the promal will determine if one person or board of people
will evaluate the sources and select the best altern@@aerett, 2007)Factors such as

procurement method and dollar value of the acquisition determine the complexity of the
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source selection proces€inic, Nash, & Yukins, 200)1 Complex source selection
processes require thestablishment ofi dormal selection organizatioto manage the

source selection pd7)Tds sO0 ofRamd e sourded 08 ncp u

selection authority, souecselection advisory council, source selection evaluation team,
and the contracting officer ( R e20@Bp. 175).The source selection evaluation team
includes relevant representation frégicontracting, legal, logistics, technical, and other
field of expertise® (Rendon, 2008 .p175), to ensurethat each functional aspect of the
proposal is evaluatethoroughly Accordingly, the source selection evaluation team
should be planned and established during the procurement planning process (Rendon,
2008).

Negotations allow the communication between buyer and seller to clarify all
portions of the proposal and its terms. Negotiations frequently include clarification of
requirements and requests from sellers to change or consider alternate ways while
maintaininghe r equi rements of the solicitation.
of contract along with the overall price that will best encourage the seller to render cost
effective and efficient performance (FAR,
negotiation of a contract type and price are related and should be considered together

with the issues of risk and uncertainty t

FAR 15.402 mandates thatior to forming a contractcontractingofficers must
deternine sellers to be responsible andedethe proposedourchase price to be fair and
reasonabléFAR, 2017).Specifically, he contracting officefishould balance the contract
type, cost, and profit/fee negotiated to attain the outcome of fair and reaspnedxeto
achieve a total result and price that is fair and reasonable to both the Government and the
contractoo (FAR, 2017 15.409. Techniques such as price analysis, cost analysis, and
cost realism analysis should be employed to reach a fair and abésoprice
determination(FAR, 2017). A fair price to the buyer is one found on the open market
given the similar circumstances for comparable products, grade, and amount needed
(Contract Pricing Reference GuiflePRG], 2017). A realistic price that allowse seller
to satisfyperform in accordance with the contragtconsidered to be a fair price to the

seller (CPRG, 2017). CPRG Voldlef i nes a reasonabl e price
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and competent buyer would be willing to pay given available dataarket conditions;
including supply and demand, gener al econom
2017).

Debriefings provided to unsuccessful offerors constitute the final step in the
source saction process (Rumbaugh, 2010). The two types of efalys are categorized
by when they are conducted. Rreard debriefings occur prior to contract award when
the buyer has determined that the offeroroés
remain in competition for the contract award (FAR, 201@stBward debriefings occur
after the contract i s awarded and consi st of
applicable substanti al weaknesses in the of

FAR (2017), each unsuccessful offeror is entitiedne debriefing.

In Navy husbanding, the source selection phase occurs after the contracting
officer receives offers from HSPs. Source selection officials will review and evaluate the
offer in accordance with the source selection plan developed imlibgasion planning
phase, and the contracting officer will make award to an offeror based on the defined

source selection methodology.

e. Contract Administration

Contract administration is the management of all actions, after the award of a
contract until he closeout or termination, to ensure that the buyer and seller are meeting
the contract requirements. It begins when the contract is awarded and ends when all work
is delivered, completed, and accep(bdthrtin & Miller, 2006). Garret (2007) states that
the primary contract administration actions are monitoring of compliance with terms and
conditions, applying useful communication and control, managing contract changes,
invoicing and payment, and settling claims and disputes. The principle objectives for

contract administration are the same for the buyer and seller (Garrett, 2007).

During a postaward orientation, the buyer and seller identify possible difficulties
in contract performance and develop viable solutions to achieve contract success (FAR,
2017).The postaward/preperformance conference should start before the performance

of the contract begins. At this conference, the buyer and seller should identify key
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personnel to be the voice for each organization and confirm their roles and
responsibilitieGarrett, 2007; Rendon, 2008).

An important aspect of the contract administration phase for the buyer is to
monitor the performance of the selléccording to Rendon (2008)edending upon the
contract typeand complexity of the item or service being@gqured the buyerfimay use
technical representatives suchcamlity assurance evaluators (QgJEquality assurance
representatives (QASR or contracting officertechnical representatives (CIRs) to
perform the technical apreedtoy mah cEe@e ( porli7rivg
personnel can assist in determining if technical documentation andiechnical

requirements requinevision orcorrection(Rendon, 2008).

After the contract is awarded, changes may need to occur to resolve any issues
that wee unknown at the time of award. A key function of contract administration
activities is focused on managing changes in the contract. It is critical to the contract that
the buyer and seller maintain an official, efficient, and systematic process foringanag
contract changes (Rendon, 2008). Contract modifications and formal documentation
should be used to make any changes to a contract. This process allows all pertinent
personnel, on the buyerdés and sell ethebs si de,
planning and implementation. A changes clause, required in many contracts, allows the
buyer to direct the seller to make <certain
these changes must be within the scope of the contract (Rendon, 2009). pogepro
changes that are outside the scope of the contract are not allowed under the change clause
and could be considered a breach of contract. These proposed changes must be executed
through a new procurement action (Rendon, 2008).

Managing the payment pmess to the seller is another important part of contract
administration. The contract type and period of performance will determine the method
of payment to the seller (Rendon, 200B)e types of payment madgainstgovernment
contracs consistent predomately of i p a y m ehe ¢ontract pricdor completed items
of work, progresspaymentsbased on costs incurred or a percentage of completion of
work, and payments based on the performance of theon@ibinic, Nash, & Nagle,

2006 p. 1125.
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In Navy hub andi ng, the buyerds contract admin

contract is awarded. It involves oversight to ensure the HSP provides the required goods

and services in accordance with the terms and conditions of the contracts. Additionally,
contract dministration involves the issuance of contract modifications if changes to the

original contract are required. For example, the original contract might call for the HSP to

furnish two chartered buses for use by the ship during the port visit. Afteathefsthe

port visit, the ship realizes that it actually requires three buses. The contracting officer

would have to issue a contract modification to authorize the HSP to provide the

additional bus.

f. Contract Closeout and Termination

Contract administratipends and contract closeout begfter the evidence of its
physical completion has been received by the contract administration office and
verification of the performance completion (Garrett, 2009). FAR 488thtes that the
physical completion of aomtract occurs after the necessary supplies have been delivered
or the requisite services have been performed by the seller. Completion also occurs after
acceptance by the buyefter the expiration of all applicable option provisions, or after
thei Gvemment has given the seller a notice of complete contract termiogEaik,

2017, FAR 4.8044). A contract can end via successful performaneanination for
default, or termination for convenience (Garrett, 2007). The contracting officer initiates
the caotract closeout process upon receiving tagification from the administrative
contracting officer (ACQ) A contract closeout checklist is used to ensure all required
actions have been properly completed (FAR, 2017).

| n Navy husbandi ngut phash eoccuts uafter rconsract c | o0 s e o
performance. In the case of closedilte s hi pds per sonnel mu st ver
provided services and goods in accordance with the terms and conditions of the contract.

Prior to paying the contractor, the government waengure an appropriate individual
certified the contractordés invoices. The te
contract performance. In termination, the government may exercise its unilateral right to

terminate for convenience or terminate fefallt if necessary.
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2. Six Contract Management Phase3 Sellerds Side

The selle@s phasesncludefipre-sales activity, bid or no bid decisionaking, bid
or proposal preparation, contract negotiation and formation, contract administration, and
contract closeat or termination (Garrett, 2007 p. 29. Figure 5 shows each of the
selles stepsalong with some of the inputs, tools used, and the outputs created through

thesequence of events.

3. Bid or Proposal
Preparation

BT T

input
® Customer identification
& Customer needs
determination
" Evalvation of

competitors

Tools and Techniques
= Proactive sales

management
& Market research
= Competitive analysis

Output
| Potential and existing
customer lists
u Customer-focused sales

plan
u Competitive analysls
report

Input

= Solicitation

® Buyer-specific
Information

u Competitive analysis

report
| Seller's strategic
objectives and plans

Tools and Techniques
W Risk assessment
® Opportunity assessment
" Risk management team
process

Output

B Bid/no-bid decision
8 Justification document
for bid/no-bid decision

4. Contract Negotiation

v Formation

B Dispute management
system

= Documentation

® Contract changes

" Payment

u Completion of work

». Contract Closeomt

or Termimation

tput
| Product or service

completion
W Acceptance and final

payment
= Contract doseout or
termination documents
u Documented lessons
learmed

32

Figure 5. Selles Contract Management ProceSeurceGarrett 007).



a. Pre-Sales Activity

Garrett ( 2 0 0 #splessadtiaty ie the proacave inviblyement of the
seller with prospective and current-buyerso
sales activities aid in identifying business opportunities, identifyusgomer needsand
determining ways to maintain, achi eloe, or e
remain competitive and relevant, the seller must be aware of changes in the market,
cognizant of evolving technologies, and changes in customer aseitiselates to the

sell erds pr dGauettt2003)er vi ce mi X

| n Navy husbandi-sags activity g@hass envolvesrad $HHSPp r e
marketing itself to the Navy. Examples would include sales presentation, demonstrations
of activity, acquisition b assets and enterprises to support potential business activity,
development of business strategy, and other techniques designed to increase the
husbanding services opportunity to receive a husbanding contract.

b. Bid or No Bid DecisionMaking

The bid or no ld decisioamaking process begins after the buyer has completed
the solicitation phase and issued its solicitatdbrh e s el | er t hen anal yz:e
solicitation, evaluates the competitive environment, and conducts an assessment of the
opportunities vesus the risks associated with the potential con{@atrett, 2007) The
seller then must make the decision on whether or not to prepare a bid for the solicitation
(Garrett, 2007).

In Navy husbanding, the bid or no bid decisioaking phase involves aiSP
reviewing the governmentoés request for prop
proposal for a longerm contract, to determine if they are in a position to actually submit
an offer. Considerations include cost structure, subcontractor reguigntechnical

expertise, past performance and experience, potential profit, and source selection factors.

C. Bid or Proposal Preparation

Once the seller makes the decision to prepare a bid in response to the solicitation,
he or sheentes the bid or propodareparation phase. Bid or proposal preparation is the
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process of forming a bid or pr o p(Gasreit) I n
2007) The size and complexity of the bid or proposal is dependent upon the complexity
of the buy elarly,dhe com@exity driveS thenunit size that will write and
create the bid or proposal (Garrett, 2007). The bid or proposal preparation phase must be
handled effectively in order to achieve its goals. Preparation endeavors must be
organized, planned, eguted, and structured. Before submitting the bid or proposal to the
buyer, staff outside of the preparation team must independently assess the final draft to
ensure that it meets the needs of the customer and the requirements of the solicitation
(Garrett,2007).

In Navy husbanding, bid or proposal preparation involves crafting an offer that is
responsive to the government request for proposal. Considerations include cost structure,
subcontractor requirements, technical expertise, past performance anderegqer

potential profit, and source selection factors.

d. Contract Negotiation and Formation

The bid or proposal that presents best value to the buyer will enter the next phase

r

of contract negotiati on and formati on. As
negotiation activities described, it is ideal for the seller to create shared expectations and
interpretations to reach a common ground of agreement with the buyer (Garrett, 2007).
The end result of this phase could be a contract with the buyer. Howetherseller and
buyer cannot come to an agreement on the terms and conditions, walking away from the
deal may be the best course of action for the seller (Garrett, 200Navy husbanding,
the contract negotiation and formation phase involves the H§®iaeng with the Navy
to establish a contract to support a port visit.

e. Contract Administration

Upon reaching a mutual agreement and the contract being awarded to the seller,
both parties enter the contract administration phddes phase encompassese th
combined seller and buyer activities borne to successfully perform and administer the
contract (Garrett, 2009). The sellerds actic
previously described in the buyerds contract
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In Naw husbanding, the HSP contract administration phase involves the HSP
complying with the contract and proceeding with changes required by the government.
For example, if the original contract calls for the HSP to furnish two chartered buses for
use by thelsp during port visit, and after the start of the port visit, the ship realizes that
it actually requires three buses, the HSP would submit to the contracting officer a
proposal to include the cost of furnishing a third bus. The HSP requires authority from

the contracting officer before providing the third bus.

f. Contract Closeout and Termination
Al ong with contract administration, the :
actions parallel the buyerdés as doatsamdri bed p

termination phase (Garrett, 200However, in government contractingnly the buyer

(the government) can terminate the contract
right as a sovereign entity. In Navy husbanding, the HSP contract closesatvpbald

involve the HSP providing the government with invoices and evidence that the contractor

fulfilled the terms and conditions of the contract. Termination is a unilateral act by the
government in either its role as a sovereign or a contracted partgiscussed in the
previous sections, during a review of the N
identified deficiencies in the HSP processes. These deficiencies were related to
husbanding contract management processes, internal controls, aodntphetency of

process stakeholders. Capable processes, internal controls, and competent personnel are
components that characteri ze(Randon&Reandon,i zat i on
2016) If an organization does not have sound contract managgmugsses, effective

internal controls, and competent personnel, the organization is vulnerable to procurement

fraud (Rendon & Rendon, 2016). The next section will discuss the Internal Control

Integrated Framework.

E. INTERNAL CONTROL INT EGRATED FRAMEWORK

Following the major failures of several wgliblicized municipal, private, and
public corporations due to financial irregularities in the early and1®80s, the National
Commission on Fraudulent Financial Reporting was established in June 1985 (SEC, 1989).
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The Commission was a privasector initiative, jointly sponsored and funded by the
American Institute of Certified Public Accountants (AICPA), the American Accounting
Association (AAA), the Financial Executives Institute (FEI), the Institute of Internal
Auditors (l1A), and the National Association of Accountants (NAAQw the Institute of
Management Accountant$lIMA)] (National Commission on Fraudulent Financial
Accounting Report 1987 COSO, 2013).Today, these organizations acellectively
known as tB Committee on Sponsoring Organizations (CO$OPSO, 2013).The
commission, formed in 1987, wabkarged with examining the causes of the failures and
seeking ways that audit practices could be reviewed and modified to prevent future
occurrencedt becameknown as the Treadway Commission due to its chairman, James C.
Treadway, Jr., a former Securities and Exchange Commission (&t&@jnan (SEC,
1989. The Commissiois 1987 report expounded that the prevention and detection of
fraudulent activity within goublic company must be addressed by focusing an the

(1) Thetone set by top management, (2) the internal accounting and audit

function, (3) the audit committee, (4) management and audit committee

reports, (5) the practice of seeking second opinions frotkependent

public accountants, and (6) quarterly reportfhational Commission on
Fraudulent Financial Accounting Repdl®87 p. 3.

The Commission also made recommendations regarding independent auditor standards
and business practices, and it offeredommendations to the SEC regarding needed

changes to regulatory frameworks (SEC, 1989).

Following the 1987 report, the commission continued efforts to develop an
Internal Control Integrated Framework and developed the first version in 1992. The
framewak introduced five internal control components thabrk in tandem to mitigate
the risks of an organizatiém failure to achieve its objective§COSO, 2009p. 1). The
framework was most recently updated in 2013 and streamlines the original framework
deweloped in 1992, accounting for changes in markets, business environments, and
regulatory requirements (McNally, 2013). The nesdction will discuss the five

components of the Internal Control Integrated Framework.
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1. Five Components

The five components of ¢hCommittee on Sponsoring Organizations (COSO)
internal control framework consist @gicontrol environment, risk assessment, control
activities, information and communication, and monitoring actigti@0OSO, 2013, p.
6). The GAOinitially adopted thesevie components ir1999 andin 2014 issued an
update to reflect the COSO 2013 upddtesO, 2014). Each of the five components is

depicted in Figur®. These componentare explained in depth in the nesetction

m
m toring Actilities

Figure 6. Relationship of Objectives and ComporseSburce: COSO (2013

a. Control Environment

fiThe tone set by topmanagement (National Commission on Fraudulent
Financial Accounting RepqrL987, p. 3)influences the corporate environmamtdis of
overriding importance in preventing fraud within an orgation. COSO (2013) defines
control environmenasiithe standards, processes, and structures that provide the basis for
carrying out internal control across the organizatifm 4). Ethical behavior, employee
competence, and organization are the key factioat dictate the control environment,
and accordingly management must set the example and display integrity and ethical
behavior(GAO, 1999. Managemeninust demonstrate commitment to accountabidity
developing and employing meanfof measures tassessperformance (Tan, 2013).
Additionally, management must creatacentives and rewardshat motivate and

stimulate desiredemployee performancglran, 2013. An organizational structure that
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emphasizes effective communication floareates appropriate perting relationships
with management oversights, and gives employees the right degree of management

centralization is also required to fulfill this componéBAO, 2001)

In a 2009 study, Basheka009)surveyed 548 public procureent stakeholders in
Uganda and found a major form of procurement fraud téhleeabuse of power by high
ranking public officials.Survey respondents alladjehat these officials abudetheir
governmentpositions toimproperly influence procurement decision@Basheka, 2009)
By setting an unethical tonegheseofficials engendexd a culture ofcorruptionwithin

their organizations.

A Navy husbanding procurement organizatmuld be vulnerable to fraugiven
a weakcontrol environment. Aypotheticalexampleof fraud vulnerabilitywould be a
contracting organization tasked with executing husbanding service contracts, where the
leadership of that organization failed to stress integrity and ethical behavior across all
phases of the husbanding contract management process and lacgeac#sses in place
to drive competence and accountability. This leadership vacuum within the husbanding
contracting organization would likely lead to the breakdown of managerial oversight and
lead to procurement fraud vulnerabilifhe ontrol environmat is the first component

of theIntegratednternalControl Framework The secon@domponents risk assessment.

b. Risk Assessment

COSO (2013) definessk assessmersiithe possibility that an event will occur
and adversely affect the achievement of dibjesd (p. 4). Risk assessment involves
identifying the risk that organizations could face and taking action to prevent them before
they occur (COSO, 2013)Risk assessmentlso includes ways of mitigating the
identified risk(Rendon & Rendon, 2015Vhendone properlyrisk assessmelttelps to
prevent fraud and lescreditability to an organizatiorRisk assessment can provide an
opportunity for organizations to perform sasessment and signal manageisent

commitment to good governandeofver 2007).

A Navy husbanding procurement organizatimuld be vulnerable to fraugiven
a weakrisk assessmentA hypothetical example of fraud vulnerability would be
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developing and awarding a husbanding contracting vehicle without regard for fraud risk.
For exampd, the contract might require the contractor to take certain actions that
introduce fraud risk; however, if the contracting offidiel not takesteps to develop
internal procedures to mitigate those risks, or even consider those risks, the risk
assessmermomponentvould bemissing and the likelihood of fraud/ould beincreased.

A specific example is the developmentdsfinedprocedures to validate subcontractors
against approved vendor lists to mitigate the risk of fictitious vendors. Risk assessment is
the second component of thietegrated Internal Control Framework The third

components control activities.

C. Control Activities

COSO (2013) defines control activities i@ctions established through policies
and procedures that help ensure that managémndmectives to mitigate risks to the
achievement of objectives are carrieddo(d. 4). Control activities consist of specific
actions that work to mitigate the risk identified in risk assessifikendon& Rendon,

2015) Controls within an organizationgnal compliance is expected and demonstrate
that management felt strongly enough about the behavior that it mandated the activity
(Boss, Kirsch, Angermeier, Shingler, & Boss, 20@®gregation of duties and functions
within an organization can preventdadeter fraud schemes (Wells, 2018A0 (2014)

lists examples of control activities. These activities are listed in Figure

Toplevel reviews of actual performance

Reviews by management at tharictional or activity level
Management of human capital

Controls over information processing

Physical control over vulnerable assets

Establishment and review of performance measures and indicators
Segregation of duties

Proper execution of transactions

Accuate and timely recording of transactions

Access restrictions to and accountability for resources and records
Appropriate documentation of transactions and internal control

=4 =4 =8 =888 -8 -8 a8

Figure 7. Examples of Common Categories of Control Activities
Source: GAQ2019.
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A Navy husbanding procurement organizattmuld be vinerable to fraudjiven
weak control activitiesAn example would be Navy shipboard personnel certifying and
remitting payment to an HSP upon completion of a port visit without first properly
validating the authenticity of invoices submitted by the HSHti©b activities are the
third component of théntegrated nternalControlsFramework The fourth component is

monitoring activities.

d. Information and Communication

Rendon and Rendon (2015) defimeformation and communicatioras fihe
accounting informatio system as well as appropriate internal and external communications,
calls for accountability, integrity, and transparency throughout the organghoiil7).
Timely and appropriate communicationioformation is required to allow employees in an
organization toexecute theiresponsibilities (GAO, 2001Problems with information and
communication within an organization hinder the ability of managers to implement

organizational strategy (Jensen, 1993)

A Navy husbanding procurement organizatimuld be vulnerable to fraudiven
weak information and communicatisnA hypothetical example of fraud vulnerability
would be government personnel inappropriately revealing the proprietary pricing data of
one HSP to a competing HSP during the solicitation pbasehusbanding requirement.
This would give the competitor who received the data an unfair advantage over the
competing HSP. Information and communication is the fourth component of the

Integrated Internal Control Framework. Tiifth component is moniting activities

e. Monitoring Activities

COSO (2013) definesnonitoring activitiesas fliongoing evaluations, separate
evaluations, or some combination of the dp. 5). Themonitoringactivities are used to
validate the effectiveness of internal controlsd gorocedures in the organization.
Monitoring activities entails changing control activities as necessary to ensure internal
control effectiveness is maintained or enhanced (Rendon & Rendon, kidénsing

the frequency of monitoring activities was fourid decrease the willingness of
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employees to pursue riskier decisimakingeven in cases where the increased risk was
justified (Hunton, Mauldin, & Wheeler, 2008).

A Navy husbanding procurement organizatiamuld be vulnerable to fraugiven
weak monitonng activities An exampleof fraud vulnerability would be a failure by a
contracting organization performing husbanding service contraoagement functions
to periodically and systemically review, compare, and contrast contract files and
closeouts followng the completion of multiple port visits within a designated area of
operation. The absence of such a review might allow unscrupulous HSP contractors to
perpetrate frauds against multiple contracting officers in the same office or across
satellite offices. Contracting organizations that perform husbanding contract management
across disparate area of operations are especially prone to fraud in the absence of a

holistic organizatiorwide monitoring program.

2. COSO Principles

The COSO Internal Control Integesl Framework establishes 17 principles
associated with each internal control component (COSO, 20h&se principles are
extracted directly from theCOSO 2013Internal Controld Integrated Framework,

executive summargilocumeniandaredepictedn Figure 8.
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Internal Control Component

Principles

Control environment

Demonstrate commitment to integrity and ethical values
Ensure that board exercises oversight responsibility

Establish structures, reporting lines, authorities and
responsibilitics

4. Demonstrate commitment to a competent workforce

o

Hold people accountable

Risk assessment

LN

Specify appropriate objectives
Identify and analyze risks
Ewaluate fraud risks

Identify and analyze changes that could significantly
affect internal controls

Control activities

10.

Select and develop control activities that mitigate risks

11. Select and develop technology controls
12. Deploy control activities through policies and
procedures
Information and communication 13. Use relevant, quality information to support the internal
control function
14. Communicate internal control information internally
15. Communicate internal control information externally
Monitoring 16. Perform ongoing or periodic evaluations of internal
controls (or a combination of the two)
17. Communicate internal control deficiencies

Figure 8. Principles of the Internal Control Components.

Source: Weave(2013.

This section discussedthe five components of the COSO Integrated Internal

Control Framework Additionally, the 17 principles associated with each internal control

component werepresented.In the nextsection procurement fraud schemes will be

discussed.

F. PROCUREMENT FRAUD SCHEMES

Blackss Law Dictionary(2004) definesfraud asiia knowing misrepresentation of

the truth or concealment of a material fact to induce another to actstorhher

detrimend (p. 685). Rendon and Rendon (201Sjate that fraud within government
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procurement can be characterized into six broad categeviesh includeiicollusion
conflict of interestbid rigging billing, cost, and pricing schemesaudulen purchases
and fraudulent representatians Q)pThis research study will stratify each allegation of

fraud perpetrated in the Fat Leonard case into these six broad schemes.

1. Collusion

Blackis Law Dictionary(2004) definescollusion as fian agreement talefraud
another or to do or obtain something forbidden byolgw 281).Wells (2014) states that
collusion occurs when multiple personnel conspiréaeercome weldesigned internal
controls of a victim compary(p. 100). Bribery, kickbacks, and splityschases are
specific schemes that fall under the category of collugiRendon & Rendon, 20)5
Blackés Law Dictionary (2004) defines bribery as fithe corrupt payment, receipt, or
solicitation of a private favor for an official actiofp. 204).Henning (D01) states that
international conventions developed to combat corruption recognize bribery as the
fiparadign® of corruption and define bribery as an offer f@dvantage tendered in
exchange for the discharge of official duties (Henning, p. A88)ls (20L4) describes a
bribe as a business transaction whef@earsondbuysomething with the bribe he pays
(Wells, 2014, p. 244).

In Navy husbanding, ypothetical example oflaribe might induce a contracting
officer to manipulate the source selection gass to awarda contractto a specific
contractor, or manipulate the contract administration process to yield additional contract
modifications or change orders, or cause or make known fraudulent invoices or claims to
be paid.Additionally, in Navy husbardg, bribes might induce ship planners to write
Navy ship schedules to route ships to specific ports of call whereby one particular

contractor is given an inherent advantage.

A kickback is another scheme under the collusion categBlgcks Law
Dictionary (2004)defines &ickbackasiia return of a portion of a monetary sum received
especially as the result of coercion or a secret agreér(en886).Wells (2014) states
the purpose ok kickback isfiusually to enlist the corrupt employee in an overhgllin

schemeé (p. 244) Kickback arrangements can also include situations where confidential
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data is leaked by an employee in a procurement organization to a bidder or offeror in
exchange for some item of value (Davies, 1995).

In Navy husbanding procurement,hgpothetical example of kickback might
take the form of a secret agreement between a prime contractor and subcomthertor
the prime contracts with a specific soltractoron the basis that tr®ibcontractowill
submit inflated invoices for husbdimg services related to a port viskEollowing
payment by the government, the prime will remit the inflated amount, or some portion

thereof back to thesubcontractor.

Chang (2013) describes split purchases faslltiple parties conspiring to
circumvent gvernment procurement thresholds which could trigger additional demands
for competition, oversight, or justificatior{p. 19).In Navy husbanding procuremesat,
hypothetical example ofsplit purchases might involve a contracting officer and
contractor cor@ring to keep a contracting action below a certain dollar threshold to keep
the action from having to go to a higher level for review and approval, such that the

contracting officer is able to field the action independent of higvet review.

2. Conflict of Interest

Blackis Law Dictionary(2004) definesconflict of interesiasfia real or seeming
incompatibility between orie private interests and disepublic or fiduciary duties(p.
319). In federal procurementonflicts of interest arise frorfifinancial interests of the
covered employee, of close family members, or of other members of the covered
employeés household, other employment or financial relationships (including seeking or
negotiating for prospective employment or business); and Gifts, ingludined (FAR,
2017, FAR3.110). FAR 3.11 establishes specific policy and provides guidance on the
handling of conflicts of interesf hypotheticalexample of a conflict of interest in Navy
husbanding procurement would be a case where a contractiogr effas involved in the
source selection of a husbanding contraod the spouse of that contracting officer was
employed by a HSPthat had submitted an offdf.the contracting officer failed to take

thesteps called for in FAR 3.1 conflict of inteest exists
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3. Bid Rigging

Wells (2M5) describesid rigging asa scheme in which a competitor uses fraud
to gain an advantage/er his competitors in securing a contra8id rigging can occur in
many forms andin different phases of the contract manageimprocess.In the
procurement planning phase, bid rigging may include schemes suthe asuyer
developing requirements with specifications that can be filled only via one particular
contractor (Wells, 2014)Thus, competition is restricted to that oc@tractor In the
solicitation phase, bid rigging can take the form of a conspiracy between multiple parties
such that offers are prepared and orchestratedffieyorsto create the conditions that
allow only one particulaofferorto win the award or suclhat work can be split amongst
the offerors (Wells, 2014).Submission of bids/offers from fictitious suppliers is another
form of bid rigging (Wells, 2014)A hypotheticalexample of bid rigging in the Navy
husbanding procurement would be a husbanding actotr submitting bids for services
from subcontractors they had fictitiously creat@flis would create the appearance of
competition, but in fact create a situation where the contractor would actually provide the

service and charge prices exceeding maskiees.

4, Billing, Cost, and Pricing Schemes

Wells (2014)explainsthat a biling scheme involves a perpetréause offifalse
documentatiod such as an invoice, purchase order, or puecbasd bild to cause his
employer to issue payment for some fraudupampose (p. 97).This scheme may include
the use of fictitious companies or false documents to submit fraudulent invoices that create
the illusion that a service was tendered (Wells, 20A4)ls (2014)states thafimost billing
schemes succeed when iadividual has control over one or more aspects of purchasing,
authorizing purchases, receiving and storing goods, and issuing pay(perit61). Wells
(2014)argues that that segregation of these duties and internal pro¢csdaleas the use of
an appoved vendors listan prevent these schem@&sennan and McCror§2016)statethat
fGenerally, billing schemes are more common when pricing is not verified against current
market competition, opening the door to price inflaiim 26) A hypotheticalexample ofa
billing, cost and pricing scheme in Navy husbanding procureiisenhusbanding contractor
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overcharging for the disposal odllection, holding, and transfer (CHWgsteif a ship lacks
the ability to measure the volume of waste transfelrethis example, the lack of a meter to
measure the exact volume of CHT waste transfeassiiming the absence of procedures to
measure the tank before and after the waste rengivakthe contractor the potentitd

overbill the Navy.

5. Fraudulent Purchases

Castilloand Flanigarn(2014) describefraudulent purchaseasiithose in which a
buyer acquires materials without having a specific government requirement but rather for
personal use(p. 26) A 2008governmentwide review of the prograronducted byhe
GAO revealedinternal control weaknesses the Government Commercial Purchase
Card (GCPC) programsiithat left the government vulnerable to fraudulent purchases
(GAO, 2017 p. 2. However, in a 2017 review in whidhe GAO reviewed samples of
purchasesrbm various cabinet departments and federal agenities;AO found no
instances of fraudulent purchas@ased onts review andstatistical testingthe GAO
estimated that 22 of transactions governmentde, 236 of DOD transactions, and %3
of VA transations hae incomplete documentatiaicAO, 2017) Wells (2014)contends
that most fraudulent purchases occur because of emplagyaesing unsanctioned
invoices through the accounts payable syst@m 109). Therefore, it is vitalthat the
federal governm& andthe DOD continue to emphasize the importanceappropriate
documentation in GCPC operations.hypotheticalexample of fraudulent purchases in
Navy husbanding procuremeista contracting officermakinga purchase ofiandtools
for the purpose ofanverting the tooldor personal use, but making the purchasder

the auspices of a Navy slagport visit.

6. Fraudulent Representations

The final procurement fraudscheme identifieds fraudulent representations.
Grennan and McCrory (2016) refer to fralehi representations dbait and switclo
where the actual product provided bycantractoris substituted with one of inferior
quality. Chang (2013) statethat fraudulent representation occu®ghen a contractor
gains financially from providing goods services that do not meet the standards of what
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i's required i n Wels¢0086)@mddshatfaaadulént réppesentalidn also
includes an ovecharging element whereby the custonsepaying an inflated price for
actual goods provided or s@es tenderedIn Navy husbanding procurement, a
hypotheticalexample of fraudulent representatisra husbanding contractor winning an
award to furnish fuel of a particular specificatiout instead secretljurnisha fuel of an

inferior quality while dsguising it as the superior fuel.

G. SUMMARY

This chapter first reviewed the literature on Navy husbanding processes
husbanding processes used in the private sddtt, the chapterdiscussed auditability
theory and its associated componentscofmpetat personnel capable processes, and
effective internal controls. The contract management framework was discussegaand
presented from both the buying and selling perspective. A discussion ohtdggated
InternalControl Frameworkwas also presentedhe chapterconcluded with a discussion of
the six most common fraud schemetegoriesThe nextchapterpresentsan overview of
Navy husbanding contractimgganizationsahistory of GDMA, a timeline of its contracting

activity with theU.S.Navy, and dimeline of its ultimate demise

47



THIS PAGE INTENTIONALLY LEFT BLANK

48



lll.  HISTORY OF GDMA AND HSP CONTRACTING

A. INTRODUCTION

This chaptempresentsn overview ofNavy husbanding contracting organizations,
ahistory ofGlenn Defense Marine As{&DMA), and atimeline of GDMAGs contracting
activity and ultimatedemise Additionally, thischapterseeks to explain the contracting
strategies and contract vehicles employed by the Navy in executing port visits in Asia
during the time of the GDMAase This sets the age for the subsequeahaptes by
providing an overview of th&at Leonardcase andhe specific husbandingcontracting

strategie employed by the Navy ithe 7" Fleet area of operations

B. CONTRACTING ORGANIZA TIONS

During the 2005 2006 period Naval Suppt Systems CommandNAVSUP)
subsumed the Navy Regional Contracting Centers (NRCC) that were located across the
globe into the NAVSUP Fleet Industrial Supply Center Organizg&t®C). In February
2006 NRCC Singapore wagisestablished and stood up as Hieet Industrial Supply
Center Yokosuka, Detachment, Singapore (Commander, Fleet Industrial and Supply
Centers, Public Affairs, 2006).

The NRCCs employed varyirfgusbanding serviceontracting methodologies and
differing contract typedJpon assuming theontracting function, NAVSUP intendéio
adopt a standardized policy for use by all FIS@&n evaluating and executiftdSPsp
(Gundenr, Manalang, Metzger, & PiteR007, p. 2)As such, NAVSUP undertook a
strategic review of HSP contracting to deterenihhe global environment, desired end
states, and areas for improveméBundemir, Manalang, Metzger, & Pit&)07) This
sectiondiscussed the Na@ husbanding contracting organization strucame differing
husbanding service contracting methodologfesiscussion of GDMA&s history from
1946 2000is discussed in theext section
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C. GDMA 1944 2000

For over25 years, the U.S. Navy contracted wiBDMA, a Singapordased
firm, to provide husbanding services for Navy ships making port calls in the AsfalPaci
region (Indictment, United States of America v. Simpkins, 520As discussed in
Chapterl, Leonard Glenn Francig Malaysian nationaknown by Navy personnel as
fiFat Leonard because of his large stature, led the fifrancigs maternal grandfather
founded the maritime logistics business in Malaysia in 1946 to capitalize on the needs of

merchant ships transiting the Strait of Malacca (Whitlock, 2D16

Upon the closure df).S. Naval Base Subic Bay, Philippines, Navy ships started
to make more and me port visits throughout Asidhis presented Francis and GDMA
with an opportunityto participate in Navy HSP contragi&/hitlock, 201&). By the early
2000s, Francis moved the fiten headquarters to Singapore and opened offices
throughout Asia(Whitlock, 2016a) fiAt this time, GDMA had secured contracts to
service Navy ships in ports from Vladivostok, RusgiaPapua New Guine&rancisalso
received contractdrom the navies of France, Mexico, India, andthe Netherlands
(Whitlock, 201&). This sectionprovided an overview of GDM& historyfrom 1946
2000.A discussion of GDMA&s husbanding contracting service activity during2065

2010 time periods discussed in the negection

D. GDMA 2005 2010

Publicly available documents show that in late 20€% Navy began to
contemplate the award of two lotgrm indefinite delivery, indefinite quantity (IDIQ)
contracts to providélSPservices in the Philippines and Thailahd February 2006, the
Navy Fleet Industrial Supply Center Yokosuka, Detachment Singapasarded GDMA
a longtermIDIQ contactfor husbanding supposervicesn Thailand with the first year
of the contract being valued 929,649 (Indictment, United States of America v.
Simpkins, 20%). With options, this contract had aotal value of oer $7,100,000
(Information United States of America v. Simpkins, B)1in December 2006, the Navy
exercised a ongear option for this contracAn option was also exercised in February
2008 (ndictment, United States of America v. Simpkins, 201
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In December 2006, the Navy Fleet Industrial Supply Center Yokosuka,
Detachment Singaporggwarded GDMAa longterm IDIQ contract for husbanding
support servicem the Philippines The first year of this contract was valueds&23,994
(Indictment, United Stas of America v. Simpkins, 261 The Navy exercised a one
year option for this contract in December 200Wictment, United States of America v.
Simpkins, 20%). In January 2007, a competitor filed a bid protest against GDMA
resulting in the suspensioof all contract awards to GDMA in the Philippines
(Indictment, United States of America v. Newland, Deguzntdmrnbeck, Loveless,
Lausman, Shedd, Herrera, Gorsu017).In February 2007, the GA@ismissed the
protestand thesuspensiorwas lifted (Indictment, United States of America v. Brooks,
2016).Based on a review of publicly available information, it apptsatthe Philippines
contract ran to completion with all available options being exercBetth the Thailand
contract and the Philippines coatt included unpriced contract line items to support
incidental goods and servictdling within the scope of the contracts Imatt specifically

enumerated in the contracts.

On May 6, 2010, the Navy Fleet Industrial Supply Center Yokosuka, Detachment
Singapore contemplated the award of a fixgtte IDIQ instrumentfor a 12month
period wih an option period o$ix months Therequest foproposal RFP) was for the
following four lots in theRepublic of thePhilippines: Lot & Manila, Lot 20 Subic Bay
Lot 30 Puerto Princesd.ot 40 Cebu On August 27, 2010, a split award was made to
GDMA for lots 3 and4 and to Global Ship Management and Marine Service, Inc. for lots
1 and 2 (Comptroller General, 2010)his section discussed GDM& husbanding
service contramg activity during the2005 2010 time period. GDMAG husbanding
service contracting activity in Japan from July 2009 to Decemberig@l€cussed in the

next section.

E. GDMA JAPAN CONTRACT S

During the period of July 1, 2009 December 31, 2010, GDMA liklthe
contract to provide husbanding support to U.S. Navy vessels makinggbar&dl in

Japan(Information United State®f Americav. Aruffo, 2014) This contract required
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GDMA subcontraairs to submit beir bills directly to the NavyInformation United
Statesof America v. Aruffo, 2014) After completion of services, Navy shipboard
personnel would remit payment to the subcontractor dir¢lctfgprmation United States
of America v. Aruffo, 2014). This section discussedGDMAG husbanding service
contracting activity in Japan from July 2009 to December 20b@. Navys shift toward

a regional husbanding service contracting stratediscussed in the negection

F. NAVY & SHIFT TO REGIONAL HU SBANDING SERVICE
CONTRACTING

A review of thepublicly accessile Federal Data Procurement Systerabsite
(http://www.fpds/goy conducted on August 4, 201using the keywordiGlenn Defense
Marineo reveals that GDMA held a variety of IDI€ntracs for various ports of calls in
addition to the Thailand and Philippinesntracts GDMA alsoreceived a multitude of
contracts relating to oneme port visits during this timgameof 2005 2010 To reduce
the number of onéime contracts issued to support individual ports/coestfor which
the Navy did not hold existind1Q contract vehicles, thg{Navy Fleet Industrial Supply
Center Yokosuka] initialized the regionalization of husbanding contracts if"tRée@t
area of operations, proposing the creation of four regifMarquez, Rayas& Mercado,
2009). The four regbns were South Asia (Region ibcluding, among other countries,
Bangladesh, Burma, India, and Sri Lanka); South East Asia (Regiodi&ling, among
other countries, Cambodia, China, the Philippines, Taiwan, Thaikmdl Vietnam);
Australia and the Pda Islands (Region 3ncluding, among other countries, Australia,
New Zealand, Papua New Guinea, Fiji, French Polynesia, and Western Samoa); and East
Asia (Region 4including Japan, SoltKorea, Mongolia, and Russia) (Glenn Defense
Marine [Asia], PTELtd. v. United States of America and M83Multinational Logistic
Serviceltd., 2012).

In November 2009, the Navy Fleet Industrial Supply Center Yokosuka solicited
bids for husbanding support services for the four regidhs.RFP ficontemplated four
awards, ae for each regignand instructed offers to submit a separate proposal for
each region i n whi(CdmpttollereGenengl20dlep. J). TheRFPe st ed 0

explainedthat each region would be serviced bgeparatdirm-fixed price IDIQ type
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contract (Comptroller General, 2011Fach contract would consist of aeyear base
period and four ongear options (Glenn Defense Marip&sial, PTE Ltd. v. United
States of America and MId&SMultinational Logistic Service td., 2013).In andaround

the summerof 2011, GDMA was awarded IDIQ contracts for all the regions except
Region 1 (Indictment, United States of America v. Peterson, Raja, Z6DMA failed

to win the contract for Region 1, despite being 64% below their com@etitdal price
(Glenn DefenseMarine [Asial, PTE Ld. v. United States of America and M&S
Multinational Logistic Serviceltd., 2013). This was becaus¢he Source Selection
Authority used a tradeff process to determinaward. The solicitation statedithe
following factors, in order foimportance, shall be used to evaluate acceptable offers:
Technical Approach, Past Performance, and Price. Thepmoa& factors, when
combined, are significantly more important than pdd&lenn Defense MarinfAsia],

PTE Ltd. v. United States of Ameaza and ML$ Multinational Logistic Service, 2013,

p. 4). In addition, GDMA was assessed a past performance ratingieds than
satisfactorp (Glenn Defense MarinfAsial, PTELtd. v. United States of America and
MLSA6 Multinational Logistic Service, 2013. 12). This sectiondiscussed the Nady
shift toward a regional husbanding service contracting strat#&ggliscussion of the
Region 2 contract that was awarded to GDMAiscussed in the negection

G. GDMA REGION 2 CONTRACT

TheRegion 2 contract consistefla oneyear base period worth $25,000,000 and
four option years Gomplaint, United States of America Wisidagama, 2013). The
contract inclusive of option years was worth a total of $125,000J@d{ment, United
States of America v. PetersoRajg. The Region 2 contractstablished pricing for a
variety of husbanding services and established fixed prices. The contract also covered un
pricedincidentald nci dent al s we rthat fell witbimtise general scepe of i c e s
husbanding services butere not enumerated as fixed price item#ndictment, United
States of America v. PetersdRaja p. 3) Based on the publically available documents
describing the Region 2 contract, GDMA was allowed to compete with other vendors to
provide incidental seices provided idisclosed in their quote to the contracting officer

Afany pr of i {indicbnrent, idaitedkStaje® of America v. Peterson, Raja, 2014,
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p.3). Al ong with its quot e, A GDMA woul d al so
Representative Form (R Form) in which GDMA would recommend a source. After

receiving the quotes and the AGR form, the Navy contracting officer would select which
vendor to use f(lodictmentadnited States iofdAenaricaav. Beterson,

Raja, 2014, p. 3).

The Region 2 contract allowed GDMA to receive a fixed fee in cases where it
arranged for the purchase of fuel and requi |
actual fuel costs (Indictment, United States of America v. Peterson, Raja, 2014).
Additionally, the Regio 2 contracd i ct at ed t hat fAt&GHINWe Navyas requi
for actual costs paid to Port Authorities fmrt tariffs, withoutany markum (Complaint,

United States of America WVisidagama, 2013, p. 6Perthe terms of theRegion 2

contract,the shipreceiving the service made payments to GDMA for services rendered
(Indictment, United States of America v. Peterson, Raja, 2014). AccordiGgiJA

would submit to Navy shipboard personnel a claim for paylaent t he end of t he
port visit. Thistypically consiged of invoices for allhusbandingervicesprovided during

thes h i pordwssit(Indictment, United States of America v. Peterson, Raja, 2014).

Within each region, some ports were considered by GDMA to be more lucrative
than otherports. Francis termed these to bipearl porté (Complaint,United States of
America v. Francis and Misiewicz, 2013, p.®)e such port was the Port Klang Cruise
Center (PKCC) located at Port Klang, Malaysia, which Francis purchased in August 2009
(Standifer, 2017) This sectiondiscussed the Region 2 contract that was awarded to
GDMA. The gaiminal investigations launched into GDMA business practiees

discussed in theext section

H. GDMA CRIMINAL INVESTIGATI ONS

In July 2010, contracting officers at Navy Fleet Isulial Supply Center
Yokosuka, Detachment Singapore become suspicious of invoices presented by GDMA in
connection withthree Navy vesse thatvisited Thailand as part ofd@peration Afloat
Readiness Training (CARATgxercises in May 201@rior to theseexercises, the Navy

and Royal Thai Navy had agreed that Navy ships would not be charged dockage or
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wharfage fees in Thailandhn June 2010, GDMA submitted claims and invoices to the
Navy for $110,000 in dockage and wharfage f@smplaint United State®f America

v. Francis and Beliveau, 28)L NCIS initiated an investigation.

In June 2010NCISalsoinitiated a separate fraud investigation regarding GDMA
subcontractor fraudelated to GDMA&s husbanding contracts idapan (Complaint
United Stateof Americav. Francis and Beliveau, 28\ In spring 2012, NCIS opel
another investigatioto determine whether GDMA was overbilling the Navy throtigg
creation and submission of fraudulent subcontractor agi®ciated with task orders
issuedagainsthe Regon 2 contrac{Complaint United Statesf Americav. Francis and
Beliveau, 20B). According to a heavily redacted internal report produced by the NCIS
Economic Crimes Department in 20aAdobtained by thé&san Diego Uniofilribunein
response to a Freedawh Information Act request, NCIS and other agencies prodied
criminal intelligence reports and initiatdd investigationson GDMA between 2004 and
2012 (Prine, 2017)According to Prine (2017}he tips included aranonymous letter in
mid-2007 that wapassed to NCIS by the Naiylnspector Generahaking allegations
that GDMA was overcharging for force protection services in Southeast. Agis also
included allegations by Marine Corps contracting officers that GDMA used the
Indonesian military to han a competitor, @d a 2009 tip to NCIS by a confidential
informant that GDMA was overbilling for port services in ThailafRfine, 2017)
Another tipincluded acall to aDOD hotline in late 2009 notinguestionablénvoices for
vehicles, sewage treatmeifiel, and port tariffs thatvere similar to thesuspicions of
Navy Fleet Industrial Supply Center Yokosuka contracting officers (Prine, 20kig).
section discussed criminal investigations launched into GDMA business practices.

GDMAG demisads discussedn thenext section

l. GDMA & DEMISE

In July 2013, Francis was provided with false information plarigdU.S.
investigatorsthat all NCIS investigations were closing (United States of America v.
Misiewicz, 2015).In September 2013, he was lured to the é&thiStates under the
auspiceghathe was to meet with Navy admirals to discuss lucrdtivgbandingontract

55



opportunitiesinstead, he was arrested on September 13,,205an Diego (Whitlock,
20169).

In January 2015, Francis pled guilty to a hostrilbdry and conspiracy charges.
He remains a cooperating witness to thé&. Department of Justice (Plea Agreement,
United States vGlenn Defense Marinfsia PTE, ltd., 2015). According to thepublic
accessible System for Award Management websitéttgs:/ivww.sam.goy, the
Department of the Navy declar&@ennDefense Marine and all its associated entities to
be ineligible for government contraats September 18, 20181 November 2013, the
Navy terminated the three regional husbanding contracts held bAGPerry, 2013).
As of August 22 2017,28 Navy personnel (active duty and civilian) have been indicted
on federal charges that allege offenses such as bribery, bid rigging, fraudulent invoice
submission, and conspiracy to defraud th&. governmentin 2015, threeactiveduty
Navy flag officers wereensuredby the Secretary of the Navgr allegedlyaccepting
gifts, meals, and other items of values at prices well below market Jdlase admirals
were forced to retire (Larter, 2015)n July 2014, theSingaporean firm Boustead
Holdings Bhd, purchased Port Klang from GDMA receivers (Khuen, 2014).

J. SUMMARY

This chapter presented an overview of Navy husbanding contracting
organizations, distory of GDMA, and a timeline of GDM& contracting activity and
ultimate demiseAdditionally, the chapterexplainedthe Navys husbanding contracting
strategies and contract vehicles employed in Asia duringitheline of the alleged
fraudulent activitiesThe nextchaptemrovides the methodologysedto conduct reseah

on the Fat Leonardase

56



V. METHODOLOGY

A. INTRODUCTION

This chapterdescribesthe methodologyused for this researchThe research
includes a literature review covering peeviewed articlesnewspaper articlesand
government documents related to contraanagement processes, internal controls, and
procurement fraud schemd&dis chapterfirst explainshow a database was developed to
recordall publicly known allegations of fraud against personnel indietad implicated
in the Fat Leonardase The soures of data usetb populate the databaaees discussed
The chapterthen explains how each allegation of fraud against each individual was
aligned with an internal control component aadcontract management phase, doav
each act wasategorizedinto oneof the six most common procurement fraud scheme
categories The chapter concludes by discussing the databasaposition. An
explanation of how the Fat LeonaFdaud Databaseras developeds discussedn the

next section

B. DEVELOPMENT OF THE F AT LEONARD F RAUD DATABASE

Data collection began bgccessingoress releases issued by thepartment of
Justice (DOJjo obtainthe names of personnel implicated in the Fat Leonasgandto
understand thesummary of alleged offensedlext, publicly available DOJ criminal
indictments, criminal complaints, criminal information documendsd criminal
superseding information documentgere obtained These documents providetthe
specific allegations of fraud and overt aaleged to have been perpetrateay

individualsindicted in the Fat Leonard case.

Upon review of these official, publicly available documerdsdatabase was
developedo support this research studsach act of alleged fraudas extractedrom the
applicable documents amibpulated intoa databaseWithin the databasea table was
createdor eachindicted personWithin each persais table eachallegation of fraudvas
listedin chronological orderin situationswhere other indicted persons were implicated
in the same actachalleged actvas listel within the otheipersoi@s or persoritable.in
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the case of the three Navy adais who receivedetters of censureelated to the Fat
Leonardcase the database wa®pulatedbasedn data obtained from newspaper articles
that describethe reasons fdahe Secretary of Nawg decision to issua letter of censure

to eachadmiral. A list of the specific documents used to construct the database can be

found in the appendix.

In the case of one civilian Singaporean national who was previously employed by
the Navy as a lead contracting specialiste fraud databasevas populateasedon
charges contained inpublicly available documerftled before theSingaporean court by
the Government of Singapore Corrupt Practices Investigation Buféawnext section
explainsthe sourcesf data entered into the database

1. Sources

The DOJs website [http://www.justice.gov) which is a publicly accessible
website,was used to retrieve press releases issued by.hé\ttorneyfor the Southern
District of CaliforniaandU.S. Attorney for the District of Hawaii when personnel were
indicted before the United States District Cdartthe Southern District of Californiand
the United States District Couffor the District of Hawaii, or when there were other

updates iranindictedpersoris casevere made available

The Public Access to Court Electronic Records (PACER) welsites(//www.
pacer.gov/login.html)was used to retrievédOJ and federal court documents.The
PACER website is open to the public and requires a mestipeaccounthatis free of

charge The website charges a download fee of $.10 per page.

The PlainSite websiten{tps://www.plainsite.orgyvas also used to retrie\2OJ
andfederalcourt documentsThe PlainSite website is open to the public and reqaires
membership accoutibatcosts $9.9%er month There is a charge of $.15 per page after

requesting the firshreedocuments, which are free of charge.

Effective March15, 2017, Google Alertshftps://www.gmail.comwas used to

set automatic filter®n the researché& personak-mail accounts to captuneewspaper,
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magazing and online articles that included the terfitsat Leonard) iGDMA,0 and
fiGlenn Defense Marine.

2. Search Terms

Search termswvere usedo query the websites listed in the precedsagtons.
These termdncluded the specific names of persons implicated in the Fat Leonard
procurementfraud case andhose personsindicted by the U.S. district courts. These
websiteswere also queriedsing deralcourtdocket numbers, the termBat Leonad,0
AGDMA,0 AGlenn Defense Marine, iiGlenn Defense Marine Asita,and fiNavy
Husbanding Agenb. The nextsection discusses how each alleged act of fraud was
aligned with aninternal control componentontract management phase for both the

buyer and sellegndcategorized into procurement fraud scheme

C. ALIGNMENT TO FRAMEWORKS AND FRAUD SCHEMES

After populating the Fat LeonaftaudDatabasevith each act of fraud alleged in
official publicly available documentandorganizing the alleged acts a table fo each
indicted person,each alleged act was aligned widn integrated internal control
component, a contract management phase for both the buyer and seller, and a
procurement fraud schemdlignment of each alleged fraudulent act @a internal
control mmponent and contract management process is subjective in rg@duezal of
the allegedraudulentacts overlapped multiple internal control components and contract
management processds.these cases, thalegedfraudulent act was aligned witihe
internal control component that most contributed to the alleged act being perpetrated and
the contract management phase in which the preponderance of the activity oddwered
same procesgreviouslydiscussed was applied to the database specific to theNbhxge
admiralscensuredy the Secretary of the Navyhe nextsectiondiscusses description
of howeachallegedact of fraud was aligned.

1. Alignment to Contract Management Phases

Each alleged aabdf fraud was aligned with a contract management phasa fro
both the buyds and sellds perspective using the gphase contract management
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framework,based on the contract management phase in which the act took place. In this
aligned process, each individual task order issued under an IDIQ contract wasasemted
separate contract action. Alignment of each phase was based on the preponderance of
activity in which the act occurred. Some alleged acts influenced the contract management
process but could not be categorized into any of the six phases of thectcontra
management process. Accordingly, these acts were aligned a contract management phase
of fothero The fiotheio phase is explained in more detail later. The sextiondiscusses

an explanation of how the alleged acts of fraud were aligned to the applictdynal

control component.

2. Alignment to Internal Control Components

Each alleged acof fraud was aligned with an internal control component as
defined by the COSO integrated internal control framework (COSO, 28Li§hment
was based on the absenddh® internal control component that most contributed to and
allowed for the alleged adaif fraud to be perpetratedn cases where more than one
internal control component was identified, the component most responsible for permitting
the alleged act toawur waschosenThe nextsectionexplains how each alleged act was

categorized into a procurement fraud scheme.

3. Categorization of Fraud Schemes

Each alleged aatf fraud was categorizednto one of the six procurement fraud
scheme categories, which incleed the most common schemes within government
procurementRendon & Rendon, 20)5Each act was reviewed and assessed against the
fraud schemes defined €hapterll of this research papefrhe nextsectiondiscusses the

results of the data compiled in thatfE.eonard Fraud Database.

D. DATABASE COMPOSITION

As described in the precedisgction each allegationof fraud contained in the
Fat Leonard Fraud Database wafgned withan internal control componendnd a
contract managemephaseas well axategorzed into a procuremeftaud schemeThe
databaseontains a total 081 tables The total number of all alleged acts of fraud, which
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is equal to the total number of alleged fraudulent acts taken from eaclanacs@mmed
togetheris 1194

E. SUMMARY

This chapter discusseché methodology for this researclihe chapteralso
discussedhe literature review covering pesrviewed articlesnewspaper articlegnd
government documents related to contract management processes, internal controls, and
procuremenfraud schemed he chapterdiscussed the sourcetdataused andlescribed
the development of a databagsedfor this research studyAdditionally, the chapter
explainedhow each act of alleged fraud in the case was aligned with thecappli
contractmanagement phasthe applicablanternal control componenaind categorized
into a procurement fraud schenfan explanation ohow the database is composeds
provided The nextchapterdiscusses th&éndings and analysis ofthe researchlt also
discusesthe implications of the findingand presentgsecommendationt the Navyon
enhancing the competency of all HSP process stakehotders)proving HSP contract

process capabilities, and strengthening HSP contracting internal controls
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V.  FINDINGS, ANALYSIS , AND RECOMMENDATIONS

A. INTRODUCTION

This chapterdiscusses the findings, analysisplications,and recommendations
based orthe research findingsirst, findings in regard to the analysis of data in the Fat
LeonardFraud Database are providdde findings consist of the contract management
phases in which thalleged acts of frausbccurred,the internal controls that were
deficient and allowed thalleged acts taoccur and the specific procurement fraud
schemes thaallegedly occurred in the Fat Leonard caNext, an analysis of these

findings is presentedkinally, recommendations based on research findings are provided.

B. FINDINGS

The Fat Leonard Fraud Database contained 31 tables, representing the 31
personnel amused of malfeasance in the Fat Leonard chsdotal, there are 1,194
alleged acts of fraudn some instances, the alleged acts of fraud involved several of the
accused personsgn these instances, each alleged act was counted for each person
separatelyThe following tables and figures reflect the analysis of the Fat Leonard Fraud
Database, which was developed from publicly available federal criminal indictments,
criminal complaints, criminal information documents, and criminal superseding

information cbcuments.

1. Contract Management Processes

Each alleged aadf fraud was aligned with a contract management phase from
both the buyds and sellds perspective using the gphase contract management
frameworkbased on the contract management phase in whilact took place. The
alleged fraudulent aawvas aligned with theontract management phases in which the
preponderance of the alleged act of fraud took place. For allegations of fraud that could
not be aligned under any of the six phases of the comtr@thgement process, a phase of
flotheib was used to align the fraudcts of alleged fraud that were aligned into the

flother phase predominately consisted of allegations that involved Navy officials who
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were once directly involved in the GDMA conspiracyddater left the conspiracy due to
reassignment within the Navy. According to these allegations, these officials
subsequently attempted to obtain items of value from GDMA such as cash, the services
of prostitutes, and employment opportunities, despitefdleé that these officials no
longer occupied positions that allowed them to execute official acts or influence acts that
would enrich GDMA. Other allegations of fraud aligned into flethed phase also
included acts of alleged collusion between a Navahidal Investigative Service (NCIS)
agent and GDMA.

a. Buyerss Side

Table 1 shows the distribution of tla#legedactsof fraud during each of the

buyes contract management phases across the 1,194 alleged fraudulent acts.

Table 1. Distribution of Alleged Fraud AstamongBuyeits Contract
Management Phases

Buyer's Contract Management Phase Number of Acts of Alleged Fraud
Procurement Planning 229

Solicitation Planning 218

Solicitation 47

Source Selection 32

Contract Administration 308

Contract closeout or terminatior

phase 141

ahdKSNE 219

Total Alleged Acts of Fraud 1194

As reflected in Table 1, a significant number of the alleged acts of fraud (308)
occurred in the contract administration phdseaddition, the second highest number of
alleged actg$229) occurred in the prurement planning phase. This distribution is also
reflected in Figur®, which shows that 26% of the alleged acts occurred in the contract

administratiorphase and 19% in the procurement planning phase.
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® Procurement Planning
® Solicitation Planning

i Solicitation

H Source Selection

i Contract Administration
i Contract Closeout or

Termination
u "Other"

Figure 9. Percent of Alleged Fraud Acts by BuggContracManagement
Phases
b. Sellerts Side

Table2 shows the distribution of the alleged acts of fraud distributed throughout

the sellegs contract management phases.

Table 2.  Distribution of Alleged Fraud Actamong Sellegs Contract
Management Phases

Selle® Contract Mangement

Phase Number of Acts of Alleged Fraud
PreSales Activity 359
Bid or No Bid Decision Making 0
Bid or Proposal Preparation 268
Contract Negotiation and Formation 35
Contract Administration 305
Contract Closeout or Termination 102
0Othere 125
Total Alleged Acts of Fraud 1194
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As reflected in Table 2, a significant number (359) of the alleged acts of fraud
occurred in the sellé presales activity phasén addition, the second highest number of
alleged act$305) occurred in the contracteinistrationphase This distribution is also
reflected in FigurelO, which shows that 30% of the alleged acts of fraud occurred in the

pre-sales activity phase and 26% in the contract administration phase.

It should be noted that the research did neniifly any allegations of fraud that
aligned under the bid or no bid decisioraking phaseThis was becauseelevant
allegations of fraudfound in the publicly available documenfsertainedonly to
husbanding actions in which it appeared that GDMA hadrgehed that it would submit
a bid or proposal.

H Pre-sales Activity

® Bid or No Bid Decision
Making

i Bid or Proposal Preparation

# Contract Negotiation and
Formation

# Contract Administration

u Contract Closeout or
Termination

u "Other"

3%

Figure 10.Percent of Alleged Fraud Acts by SefieContract Management
Phases

2. Internal Control Failures

Each allegation of fraud was aligned to an internal control component as defined by

the COSO Integrated IntehControl framework (COSO, 2013ach allegation of fraud
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was aligned based on tldeficiencyof the primary internal control component that most
contributed to and allowed the fraudulent act to be perpetieédte 3 shows the internal

controldeficierciesacross the total numbers of alleged fraudulent acts

Table 3. Distribution of Internal Control Failures

Internal Control Component Number of Acts of Alleged Fraud

ControlEnvironment 621
Risk Assessment 0
Information and Communications 452
Control Activities 104
Monitoring Activities 17
Total Alleged Acts of Fraud 1194

As reflected in Table 3, a significant number of the alleged acts of fraud (621)
occurred due to the deficiency of the control environment compolmreatddition, the
second highest number of alleged acts (452) occurred due tdeflogency of the
information and communications componeérttis distribution is also reflected in Figure
11, which shows that 52% of the alleged acts occurred because défitiency of an
effective control environmentn addition, Figurell shows that 38% of the alleged acts
occurred due to thadleficiency of an effective information and communications
component.

It should be noted that the research did not identify any iostaim which risk
assessment was the primary internal control deficiency that permitted the alleged acts of
fraud to occur. This is because the allegations of fraud involve overt acts and the
definition of risk assessment provided@mapterll states thatisk assessment involves
fiThe identification, analysis, and management of risk faced by an organizéfibang,

2013, p. 16)However, because fraud allegedly occurred, it can be argued that each act of
alleged fraud could be aligned with the risk assesd component Effective risk
assessment would have prevented the alleged fraud from occlifongver, given the
limitation of this research to align each alleged act of fraud with the primary internal
control component that permitted the alleged aadour, no alleged acts of fraud were
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aligned to risk assessment in this research stddiye next section discusses the
procurement fraud scheme findings.

1%

M Control Environment

M Risk Assessment

i Information and
Communications

M Control Activities

i Monitoring Activities

Figure 11.Internal Control Failures

3. Procurement Fraud Schemes

Each allegation of fraud was categorized iatprocurement fraud schemiable
4 shows the distribution of the procurement fraud schemes allegedly perpetrated in the

Fat Leonard case.

Table 4. Distribution of Procurement Fraud Schemes

Fraud Scheme Number of Alleged Acts of Fraud
Collusion 1094

Conflictof Interest 12

Bid Rigging 39

Billing, Cost and Pricing

Schemes 44

Fraudulent Purchases 0

Fraudulent

Representations 5

Total Alleged Acts of Frauc 1194
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As reflected in Tablel, an overwhelmingmajority of the allegations of fraud
(1094) were categored as collusionThis is also reflected ifigure 12, which shows
that nearly 92% of the allegations of fraud fell under the collusion fraud scheme.
should be noted that the research did not identify any allegations of fraud that fell under
the categor of fraudulent purchases based on the definition of fraudulent purchases
provided inChaptenl of this report.

M Collusion

M Conflict of Interest

M Bid Rigging

M Billing, Cost and Pricing
Schemes

M Fraudulent Purchases

M Fraudulent
Representations

Figure 12.Procurement Fraud Schemes as a Percentage ofAllleig¢dActs of
Fraud

This section presented the research findings. In the next sectianalysis of the

findings andmplicationsare discussed.

C. ANALYSIS OF FINDINGS AND IMPLICATIONS

This sectionwill discuss the analysis of findings and implications as they relate to
the six phases of both the bu§eand sellgs sides of the contract magement process.
Next, the discussion of the analysis of the findings as they relate to the internal control
components will be discussdeinally, a discussion of the analysis of the findings as they
relate to the different procurement fraud schemesbeilbrovided.
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1. Contract Management Processes

Based on the research findingalegations ofprocurementfraud in the Fat
Leonard caseccurred in all phases of the contract management prosesmalysis of
the contract management phases, from both ther@suysd sellegs perspectivejs

discussed in the negectiors.

a. Buyerds Side
(2) Procurement Planning

The alleged acts ofprocurementfraud that aligned under the procurement
planning phaserimarily consisted of efforts taken by Navy officials to route Wakips
to fipearl pors oCorfiplaint,United States of America v. Francis and Misiewicz, 2013, p.
5). One such port was the Port Klang Cruise Center (PKCC) located at Port Klang,
Malaysia, which GDMA purchased in 200&tandifer, 2017) From 2009 2013,
schaluling a Navy aircraft carrier port visit to Port Klang became the primary objective
of several Navy officials who allegedly accepted gifts, hotel rooms, cash, entertainment,
meals, travel, and the services of prostitutes, in exchange for their effectsettule port
visits at Port Klang(Complaint, United States of America v. Francis and Misiewicz,
2013;Information, United States of America®Dusek 2015 Whitlock, 20163 Leading
up to a January 2012 port visit by the aircraft catd8SAbraham Linoln (CVN 72) to
Port Klang, Malaysia, the Navy official in chargetbé ship©schedules fothe Seventh
Fleet allegedly accepted items of value in exchange for attempts to route the ship to Port
Klang (Complaint, United States of America v. Francis andisMwicz, 2013)
Ultimately, the Navy official was successful in lobbying his superiors to schedule the
visit (Complaint,United States of America v. Francis and Misiewicz, 20A8cording
to analysis conducted hiyne Defense Contract Audit AgenclpCAA), the Navy was
overbilled by over $500,000 for the port vis€égmplaint,United States of America v.

Francis and Misiewicz, 2013).
(2)  Solicitation Planning

The alleged acts of procurement fraud #agned under theolicitation planning

phaseprimarily corsisted ofNavy officialssending classified shipschedules to GDMA
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in advance of the requests for proposal for a particular port visit being released by Navy
contracting personndlComplaint, United States of America v. Feeand Sanchez,
2013). lllegally sending these advance schedules allowed GDMA to mobilize its own
assets, such as barges or tugboats, tavi@y ports to service the Navy shigsis
resulted in the Navy overpaying for services (Compldihtited States of America v.
Francis and Migwicz, 2013).

The remaining alleged actsof procurement fraudthat digned under the
solicitation planning phase consisted of Navy officials making specific arrangements
during port visits that were beneficial to GDM&dictment, United Statesf Americav.
Newland, DeguzmagnHornbeck, Loveless, Lausman, Shedd, Herrera, Gor@hy)

This included directing specific mooring arrangements for ships that would result in
increased revenues for GDMA and increased costs for the Nadictment, United
Statesof America v. Newland, DeguzmarHornbeck, Loveless, Lausman, Shedd,
Herrera, Gorsuch2017) Additional allegations of procurement fraud occurring in this
phase consisted of Navy officials providing GDMA with internal Navy data such as cost
containment ategies for upcoming port visitand internal data relating to pending

solicitations(Complaint, United States of America v. Ftaand Sanche2013).
(3)  Solicitation

The alleged acts oprocurement fraudhat aligned under thsolicitation phase
primarily consisted of the Nawy failure to identify fictitious vendaguotessubmitted by
GDMA (Complaint, United States of AmericaWisidagama2013; Indictment, United
States of America v. PetersdRaja, 2014)This resulted in the Navy awarding contracts
to GDMA for incidental items associated with port visitstead of awarding these orders
to local contractors who could potentially provide the good or service at terms or prices
more favorable to the NaWiComplaint, United States of AmericaWisidagama2013;
Indictment, UnitedStates of America v. PetersdRaja, 2014)This lack of competition
led to higher costsThis failure to identify fictitious invoices also caused the Navy to
accept bulk fuels that were fraudulently represented by GDMA to hespécific grade
when in reality they were ndiComplaint, United States of America Wisidagama

2013). The remaining allegations of procurement fraldjned under thesolicitation
71



phase consisted of Navy officials providing GDMA with competitor pricilaga and
internal Navy data pertaining to the N@\solicitation process in exchange for items of

value(Complaint, United States of America v. Feeand Sanche2013).
(4)  Source Selection

The alleged acts of procurement fraud that aligned utigersouce selection
phaseprimarily consisted of efforts by Navy officials who had accepted items of value
from GDMA to exert influence on Navy contracting officigladictment, United States
of America v. Simpkins, 20155ingapore Government, 2019hese actins were taken
to ensure contract awards would be made to GDlW that protest actions would be
decided in GDMAs favor(Information, United States of America Francis and Glenn
Defense Marine (Asia) PTE. LTD2015; Indictment, United States of America
Simpkins, 2015 Singapore Government, 201%5idictment, Uniéd States of America v.
Brooks 2016).

The remaining alleged actsf procurement fraudhat aligned undeithe source
selection phase consisted of Navy officials providing internal Navy da&DIMA. This
data included contracts awarded to GDMA competitors and data pertaining to the
methodology of source selection proces@@&smplaint, United States of America v.
Frarcis and Sanche2013). Additional allegations of procurement fraud occurrimghis
phase included Navy civilian contracting officers awarding contracts to GDMA in
exchange for accepting cash bribes and travel accommodations from @bdiiziment,
United States of America v. Simpkins, 20Bingapore Government, 201%pter, thee
contracting officers allegedly took action to exercise options for these contracts despite
internal Navy concerns about GDNi#\billing and pricing practice@indictment, United

States of America v. Simpkins, 2015
(5) Contract Administration

The alleged ast of procurement fraudthat aligned under thecontract
administrationphaseprimarily consisted of Navy officials accepting items of value from
GDMA during Navy port visit{Information, United States of America Malaki, 2015;
Information, United Statesf America v.Debord 2016; Indictment, United Statesf
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America v. Newland, DeguzmarHornbeck, Loveless, Lausman, Shedd, Herrera,
Gorsuch2017). In return for accepting itemghese Navy officiad provided GDMA with
assuranceshat the conspiracy to deiud the Navy would continue indefinitely
(Information, United States of America #rancis and Glenn Defense Marine (Asia)
PTE. LTD, 2015; Indictment, United Statesf America v. Newland, Deguzman
Hornbeck, Loveless, Lausman, Shedd, Herrera, Gor20&).

In exchange for items of value that were accepted during port visits in which
GDMA had been awarded a contract or delivery order, Navy officials allegedly took
actions and committed to take future actions to route Nawvyssto fipearl ports
(Complant, United States of America v. Francis and Misiewicz, 2013, p.Na\y
officials committed to pressuring contractiofficers to make awards to GDMAandto
suppresing negative information relating to GDMA actual performanc@ndictment,
United Statesof America v. Brooks 2016 Indictment, United Statesf America v.
Newland, DeguzmanHornbeck, Loveless, Lausman, Shedd, Herrera, Gor@hy)
These officials also allegedly took actions and committed to future efforts to suppress
challenges to GDMAbillings and pricesto suppress competitiorand to provide to
competitor price informatioto GDMA (Complaint, United States of America v. Fcen
and Sanchez2013; Indictment, United Statesf America v. Newland, Deguzman
Hornbeck, Loveless, LausmaBhedd, Herrera, Gorsuck017) Additionally, the Navy
officials also allegedly pledged to continteeprovide GDMA with internal Navy data
and classified shigsschedules(Complaint, United States of America v. Feaand
Sanchez,2013; Complaint, UnitedStates of America v. Layug, 20l4nformation,
United States of America Walaki, 2015; Indictment, United Statesf America v.
Newland, DeguzmanHornbeck, Loveless, Lausman, Shedd, Herrera, Gor@hy).

The costs for the items of value provided hede officials are alleged to have been
fraudulently included by GDMA in the port visit invoices paid by the N@mformation,
United States of America 2ebord, 2016Whitlock, 2016a)

The remaining alleged acthat aligned under theontract adminisaition phase
also included actisitaken by a civilian supervisory contracting officer at Fleet Industrial
Supply Center Singapore, Detachment Singapore, who had previously accepted and
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continued to receive items of value from GDMA, to derail efforts byyNaflicials to
challenge invoices submitted by GDMfComplaint, United States of America V.
Simpkins 2015. This Navy civilian supervisory contracting officer is alleged to have
ordered his subordinates to stop ustwlection, holding, and transfer (CHTlow
meters (Indictment, United States of America \Simpkins 2015. This removed the
NavyG ability to measure the actual volume of sewage waste removed from ship and
provided to GDMA for disposal.

Additional alleged acts oforocurement fraudhat aligned under thecontract
administration phase include the Né&vYyailure to detect that it was fraudulently invoiced
and overcharged by GDMAIndictment, UnitedStates of America v. PetersoRaja,
2014).In this phase, the Navy also failed to detect thaMadDused fictitious vendors to
submit quotes for incidental (¢priced) husbanding servicgédictment, UnitedStates
of America v. PetersonRaja, 2014) In this phase, the Navy also failed to detect
GDMAG fraudulent representation of fuel slipp to Navy ships in Thailand
(Complaint, United States of AmericaWisidagama2013).

Finally, the alleged conduct of the three Navy admirals censured by the Secretary
of the Navy alignsunderthe contract administration pha3é&ese admiralsllegedly
accepted ifts (models of Navy ships), extravagant meals, and cigars from GDMA at
costs well below the market value during a port visit in 2QG8ter, 2015) One Navy
admiral allegedlyused GDMA to arrange a tour of Hong Kong and to secure a luxury
hotel room.These were services outside the scope of the &awgntract with GDMA
and services for which the Admiral did not pay GDMA (Larter, 2015)

(6) ContractCloseoutPhase

The alleged acts of procurement fratinét aligned under theontract closeout
phaseprimarily consisted of Navy officials illegally providing GDMA with internal Navy
data relating to port visit§information, United States of America {2ebord 2016;
Indictment, United Statesf America v. Newland, Deguzmandornbeck, Loveless,
Lausman, Shedd, Heree Gorsuch2017). The officials also allegedly furnished GDMA

with internal Navy data regarding Navy efforts and intentions to challenge questionable
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bills and invoices submitted by GDM&omplaint, United States of America v. Fcen
and Sanchez2013; Indictment, United States of AmericaRitts 2016).

Also included in this phase are allegations that Navy officials furnished GDMA
with internal Navy communications regarding the N@vgomplaints about GDM&
service levels following port visit§lndictment, Unied States of America v. Brogks
2016 Indictment, United Statexf America v. Newland, DeguzmaHornbeck, Loveless,
Lausman, Shedd, Herrera, Gorsu2bl7)

Alleged acts of procuremefraud that aligned under theontract closeout phase
also ircluded Navy officials, in exchange for items of value, pressuring other Navy
officials to remit payment to GDMAIndictment, United Statesf America v. Newland,
Deguzman Hornbeck, Loveless, Lausman, Shedd, Herrera, Gors@6thy/) This
pressure was appli when GDMAs invoices were presumably being questioned
(Information, United States of America@anty 2017). Other allegations of procurement
fraud occurring in this phase inclutlenproper payments by the Navy on invoices that
used fraudulent subcoatitor and port tariff dat&he Navy madémproper payments to
GDMA for services thaGDMA did not allegedly providélndictment, UnitedStates of
America v. PetersorRaja, 2014 Complaint, United States of America Wisidagama
2013).

Alleged acts of prcurementraud that also aligned under theontract closeout
phase included effortsy GDMA to influence future actions by Navy contracting officers
by having Navy officials issuBBravo Zulw messages and letters in exchange for items
of value (Indictmen, United Statesof America v. Newland, Deguzmarndornbeck,
Loveless, Lausman, Shedd, Herrera, Gors@fi,7). These correspondences described
GDMAG support of a particular port visit in glowing ternfhese correspondences
could later be used by GDMA testablish a satisfactory past performance record, a
criterion used in the source selection process for most government cofitrdictsnent,
United States of America v. Brogk2016 Indictment, United Statesf America v.

Newland, DeguzmarHornbeck, Loeless, Lausman, Shedd, Herrera, GorsRohy).
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Furthermoreincluded in this phase were allegations that Navy officials submitted
contractor performance evaluations of GDMA to Navy contracting officers that had been
ghost written by GDMA employee@ndiament, Unied States of America v. Brogks
2016. Finally, allegations of procurement fraud occurring in the contract closeout phase
included efforts by Navy officials, in exchange for items of value, to quash and prevent
Navy contracting officers from leming about customers concerns and complaints about
GDMA service levels (Indictment, Unied States of America v. Brogks2018
Indictment, United Statesf America v. Newland, Deguzmarndornbeck, Loveless,
Lausman, Shedd, Herrera, Gorsu2bl 7

(7)  fOtheo

As depicted in Table 1219 alleged actprocurementraud could not be aligned
under any of the six phases of the contract management probessalleged acts were
aligned undera phasecalled fiotherd Thesealleged actspredominately consisted of
allegaions that involved Navy officials who were once directly involved in the GDMA
conspiracy and later left the conspiracy due to reassignment within the Navy. According
to these allegations, these officials subsequently attempted to obtain items of value fro
GDMA such as cash, the services of prostitutes, and employment opportunities, despite
the fact that these officials no longer occupied positions that allowed them to execute
official acts or influence acts that would enrich GDMWdictment, United State of
America v. Simpking 2015; hdictment, United State®f America v. Newland,
Deguzman Hornbeck, Loveless, Lausman, Shedd, Herrera, GorsR@hy). Other
allegations of fraud alignedith the fotheio phase included acts of alleged collusion
between a Mval Criminal Investigative Service (NCIS) agent and GDmplaint,

United Sates of America v. Francis, aBeliveau,2013).

b. Sellerts Side

The findings from the analysis of the alleged actspadicurementfraud for
selles side of the contract managemh@rocess provide a mirror image of the alleged
acts of fraud from the buy@r side.However, these acts of alleged fraud are stated in
terms of alleged actions taken by GDMA.
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(2) Presales Activity

The alleged acts of procurement fraud that aligned utigepre-sales activity
pha® primarily consisted of efforts by GDMA and Francis to influence Navy $hips
schedulesSpecifically, GDMA allegedly provided Navy officials with items of value
and in exchange for these items, Navy officials worked to route Nh\ps tofipearl
port® (Complaint, United States of America v. Francis and Misiewicz, 20435
Information, United States of America Busek 2015; Whitlock, 2016a One specific
allegation is that GDMA and Francis provided a Navy official with itevhsalue in
exchange for lobbying and pressuring State Department and Navy officials to schedule an
aircraft carrier port visit to Sepangar, Malaysmlate 2012 Complaint,United States of
America v. Francis and Misiewicz, 2018)ltimately, the Navy tiicial was successful in
lobbying State Department and Navy officials to schedule the (@sinplaint, United
States of America v. Francis and Misiewicz, 20Hjor to finalizing the schedule for
the visit of the aircraft carrier USS JOHN C. STENNIS Sepangar, Malaysian
Septembr 2012, the Officem-Charge of Fleet Logistics Support Center Yokosuka,
Detachment Singapore warned the Navy official in charge of scheduling that the planned
visit by a carrier to Sepangar praged serious riskComplaint, United States of America
v. Francis and Misiewicz, 2013)he Officerin-Charge offered three contracting options
to support the visiti{1) Support the visit using the region 2 contract (GDMA is the
holder), which[the OIC] stated had @h]igh [e]xecuion [r]is and [p]rice risk (2) award
a separate contract specifically for Sepangar;c@ngethe location of the port vigit
(Complaint,United States of America v. Francis and Misiewicz, 2013, p. Ti%).Navy
official in charge of ship schedulinggared very strongly for option 1 and ultimately
succeeded in scheduling the vigitomplaint,United States of America v. Francis and
Misiewicz, 2013).For that visit, GDMA billed the Navy for a total price $2,700,000
(Complaint, United States of America \Francis and Misiewicz, 2013According to
analysis conducted by DCAA, in 201the average of two aircraft carrier port visits at
other ports in Malaysia only cost the Navy $1,360,0000n{plaint, United States of
America v. Francis and Misiewicz, 2013)he aircraft carriekJSSGeorge Washington
(CVN 73) also completed a port visit infipearl pord later that yegrsecifically, Port
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Klang, Malaysia in October 2012The port visit came at cost to the Navy of over
$1,800,000 Complaint,United States oAmerica v. Francis and Misiewicz, 2013).

Other alleged acts procurement fradiolat aligned under theresales activity
phase included alleged efforts by GDMA to continuously furnish Navy officials with
items of value to prolong and continue GDEArocuement fraud conspiracy of routing
Navy ships tofipearl port® (Complaint, United States of America v. Francis and
Misiewicz, 2013, p. 5;Information, United States of America \Dusek 2015;
Indictment, United Statesf America v. Newland, Deguzmandornbeck, Loveless,
Lausman, Shedd, Herrera, Gorsu2bl7. GDMA also allegedly requested and received
competitor pricing data following specific port visits that were supported by GDMA
competitors (Complaint, United States of America v Francis and Sanche3; 20
Complaint, United States of America v. Layug, 201dfprmation, United States of
America v.Malaki, 2015; Information, United States of America Bebord, 2016)In
addition, GDMA also allegedly requested and received internal Navy data and
communicabns concerning the Na@y planned strategy data relating to husbanding and
cost reduction effortgComplaint, United States of America v Francis and Sanchez,
2013.

Alleged acts procurement frautiat also aligned under theresales activity
phase includd actions by GDMA to influence future actions by Navy contracting
officers by having Navy officials issu@Bravo Zulw messages and letters in exchange
for items of value(Indictment, United Statesf America v. Newland, Deguzman
Hornbeck, Loveless, Laosan, Shedd, Herrera, Gorsu@917). These correspondences
described GDMAs support of a particular port visit in glowing term$hese
correspondences could later be used by GDMA to establish a satisfactory past
performance record, a criterion used in $loeirce selection process for most government
contracts(Indictment, United Statesf America v. Newland, Deguzmariornbeck,
Loveless, Lausman, Shedd, Herrera, Gors@éi,?). Included in this phase were also
allegations that employees of GDMA ghost wr@BMA performance evaluations and
demanded Navy officials to submit these evaluations to Navy contracting officers

(Indictment, Unied States of America v. Brogk201§. Finally, allegatios of
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procurement fraud included in this phase were alleged actaken by GDMA to
influence future actions by Navy contracting officers by requesting Navy offitoals
submit false official complaints pertaining to the GDMA competifbmgictment, Unied
States of America v. Brook£016 Indictment, United Statesf America v. Newland,

DeguzmanHornbeck, Loveless, Lausman, Shedd, Herrera, Gor204h).
(2) Bid or No Bid Decision Making

The research did not identify amjleged actof procurement fraud that aligned
underthe bid or no bid decision making phaséis wasbecause relevant allegations of
fraud found in the publicly available documents pertained only to husbanding actions in

which it appeared that GDMA had determined that it would submit a bid or proposal.
3) Bid or Proposal Preparation

The alleged acts of pracement fraud thaaligned under thédid or proposal
preparation phasprimarily consistedof GDMA receiving classified shigsschedules.
lllegally receiving these schedules in advance of a husbanding service contract RFP
allowed GDMA to mobilize its ownssets, such as barges or tugboatsligtantports
(Compilaint,United States of America v. Francis and Misiewicz, 20L&)jng its own
assets to provide services wasamaheaper than relying on subcontractors and increased

its profit (ComplaintUnited Sates of America v. Francis and Misiewicz, 2013).

Other alleged acts oprocurement fraud also occurring in the bid or proposal
preparation phase consisted of efforts taken by GDMA to create fictitious vendors to win
contract awards for incidental (yomiced) items associated with port visftadictment,
United States of America v. PetersdRaja, 2014 Complaint, United States of America
v. Wisidagama 2013). In this phase, GDMA also allegedly made fraudulent
representations regarding bulk fuel it propddo sell to the NavyComplaint, United
States of America WVisidagama2013). GDMA also allegedly demanded Navy officials
to design specific mooring configurations for specific port vigitglictment, United
Statesof America v. Newland, DeguzmarHornbeck, Loveless, Lausman, Shedd,
Herrera, Gorsuch2017. These arrangement# enacted would enhance GDM&

revenues.
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During this phase, GDMA also allegedly received proprietary Navy data
pertaining to the Nav¥ treatment and strategy for managing pait costs(Complaint,
United States of America v Francis and Sanchez, 2@BMA is also alleged to have
received internal Navy data describing port visit requirements and internal data relating to
pending solicitationgComplaint, United States of Amea v Francis and Sanchez, 2013;
Other allegations of procurement fraud occurring in the bid or proposal preparation phase
consisted of GDMA allegedly receiving proprietary competitor pric{@pmplaint,
United States of America v Francis and Sanchez3R0mhis information assisted

GDMA in constructing its proposals and influencing contract negotiations.
4) Contract Negotiation and Formation

The alleged acts of procurement frathdt aligned under theontract negotiation
and formation phas@rimarily conssted of efforts taken by GDMA to bribe navy
officials to exert influence on Navy contracting officiflSomplaint, United States of
America v. Francis and Misiewicz, 2013ndictment, United Statesf America v.
Newland, DeguzmarHornbeck, Loveless, Lausam, Shedd, Herrera, Gorsu&)l7).
Other allegations occurring in this phase consisted of efforts taken by GDMA to bribe
contracting officers to award contracts to GDNIAdictment, United States of America

v. Simpkins, 2015Singapore Government, 2015).

Furthermore, still ther alleged act®f procurement frauthat aligned under the
contract negotiation and formation phase consisted of GDMA receiving proprietary
competitor data and internal Navy informati@omplaint, United States of America v
Francisand Sanchez, 2013Jhis information pertained to contracts awarded to GDMA
competitors and included internal Navy data pertaining to the methodology of the source
selection process for particular contract awdfdismplaint, United States of America v
Francis and Sanchez, 2013).

(5) Contract Administration

The alleged acts of procurement fraud that aligned under cth@act
administration phaseonsisted of efforts taken by GDMA to provide Navy officials with
items of value(Information, United States of Amea v. Malaki, 2015; Information,
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United States of America \Debord 2016; Indictment, United Statesf America v.
Newland, DeguzmamHornbeck, Loveless, Lausman, Shedd, Herrera, Gor@hj).
These allegations occurred during Navy ship port visits iiclwthe Navy had awarded a
contract to GDMA(Information, United States of AmericaMalaki, 2015; Information,
United States of America \Debord 2016; Indictment, United Statesf America v.
Newland, DeguzmarHornbeck, Loveless, Lausman, Shedd, He;r&@orsuch2017). In
exchange for items of value, GDMA was assured by Navy officials that its conspiracy to
defraud the Navy would continenformation, United States of America krancis and
Glenn Defense Marine (ASIA) PTE., 2Q1mdictment, United Sitesof America v.
Newland, DeguzmagnHornbeck, Loveless, Lausman, Shedd, Herrera, Gor@hj).
Specifically, GDMA was assured by Navy officials that they would continue to route
Navy ships tofipearl ports) pressure Navy contracting officers to makeasaiys to
GDMA, and suppress negative information relating to GOMActual performance
(Indictment, Uniéd States of America v. Brogk8016 Indictment, United Statesf
America v. Newland, DeguzmarHornbeck, Loveless, Lausman, Shedd, Herrera,
Gorsuch, 2017). Based on these assurances and exchanges of value, GDMA later
requested these officials to suppress challenges to GDMA billings and prices, suppress
competition and provide GDMA with competitor price informatig¢indictment, Unied
States of America.vBrooks 2016 Indictment, United Statesf America v. Newland,
DeguzmanHornbeck, Loveless, Lausman, Shedd, Herrera, Gor&0dhy). GDMA was

also assured these Navy officials would provide and continue to provide GDMA with
internal Navy data and claisd ship®scheduleginformation, United States of America

v. Malaki, 2015; Indictment, Uniéd States of America v. Brogk2016 Indictment,
United State®f America v. Newland, DeguzmaHornbeck, Loveless, Lausman, Shedd,
Herrera, Gorsuch017). The costs for the items of value provided to these officials are
alleged to have been fraudulently included by GDMA in the port visit invoices paid by
the Navy(Information, United States of AmericaDebord, 2016Whitlock, 2016a)

Other alleged acts of prazement fraudthat aligned under thecontract
administration phase also included GDMA requesting a civilian supervisory contracting

officer at Fleet Industrial Supply Center Singapore, Detachment Singapore, who had
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previously accepted and continued to reeeitems of value from GDMA, to derail
efforts by Navy officials in Hong Kong who sought to challenge invoices submitted by
GDMA (Indictment, United States of America \&impking 2015) At the request of
GDMA, this Navy civilian supervisory contractindficer is alleged to have ordered his
subordinates to stop usir@HT flow meters(Complaint, United States of America v.
Simpkins, 2015) This removed the Nawg ability to measure the actual volume of

sewage waste removed from ship and provided to GDMAli&posal.

Finally, the alleged conduct of the three Navy admirals censured by the Secretary
of the Navywere alignedunder the contract administration phas€hese admirals
allegedly accepted gifts (models of Navy ships), extravagant meals, and cigars fr
GDMA at costs well below the market value during a port visit in 20@6ter, 2015)

One Navyadmiral allegedlyused GDMA to arrange a tour of Hong Kong and to secure a
luxury hotel room.These were services outside the scope of the ddasgntract wit
GDMA and services for which the admiral did not pay GDMA (Larter, 2015)

(6) Contract closeout

The alleged acts of procurement fraud tabigned under the contract closeout
phaseprimarily consisted of GDMA obtaining internal Navy data relating to potitsvis
(e.g., after action reportg)nformation, United States of America ebord 2016;
Indictment, United Statesf America v. Newland, Deguzmandornbeck, Loveless,
Lausman, Shedd, Herrera, Gorsu@017. GDMA also received internal Navy data
regarding Navy efforts and intentions to challenge questionable bills and invoices
submitted by GDMA(Complaint, United States of America v Francis and Sanchez,
2013). Allegations that GDMA received internal Navy communications regarding the
Navyds complaints abouDMAGs service levels following port visitge included in this
phase(Complaint, United States of America v Francis and Sanchez, 20di8trhent,
United State®f America v. Newland, DeguzmaHornbeck, Loveless, Lausman, Shedd,
Herrera, Gorsucl2017).

Alleged acts of procuremefrtaud that aligned under theontract closeout phase

also included GDMA requesting Navy officials to pressure other Navy officials to remit
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payment to GDMA (Indictment, United Statesf America v. Newland, Deguzman
Hornbeck, Loveless, Lausman, Shedd, Herrera, Gorsif17 Information, United
States of America vCanty 2017). This pressure was applied when GDBEANnvoices

were presumably being question€&ither allegations of procurement fraud occurring in
this phase includkimproper payments by the Navy for invoices that used fraudulent
subcontractor and port tariff data and payments to GDMA for services that were not
provided to the NavyIndictment, UnitedStates of America v. PetersoRaja, 2014
Complaint, United Stateof America vWisidagama2013).

Alleged acts of procurement frawadso occurring in the contract closeout phase
included GDMA efforts to have Navy officials issiBravo Zulw messages and letters
in exchange for items of valu@ndictment, United Staseof America v. Newland,
Deguzman Hornbeck, Loveless, Lausman, Shedd, Herrera, Gors2@hy). These
correspondences described GD8Asupport of a particular port visit in glowing terms.
These correspondences could later be used by GDMA to establistsfacsaty past
performance record, a criterion used in the source selection process for most government
contracts(Indictment, Unikd States of America v. Brogk2016 Indictment, United
Statesof America v. Newland, DeguzmarHornbeck, Loveless, Lausmaighedd,
Herrera, Gorsuct2017. Included in this phase were also allegations that employees of
GDMA ghost wrote GDMA performance evaluations and demanded Navy officials to
submit these evaluatisnto Navy contracting officergindictment, Unikd States of
America v. Brooks2019. Finally, allegations of procurement fraud also occurring in the
contract closeout phase were requests by GDMA that concerns and complaints about
GDMA service levels be quashed and be prevented from being presented to contracting
officers (Indictment, Uniéd States of America v. Brogk&018 Indictment, United States
of America v. Newland, Deguzmaidornbeck, Loveless, Lausman, Shedd, Herrera,
Gorsuch2017).

(7)  FfOthew

As depicted in Table 2,25 alleged acts of fraud could not biegaed under any
of the six phases of the contract management protesse alleged acts were aligned

under a phase callefibther. These alleged aatensisted of allegations that involved
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Navy officials who were once directly involved in the GDMA conapyr and later left

the conspiracy due to reassignment within the Navy. According to these allegations, these
officials subsequently attempted to obtain items of value from GDMA such as cash, the
services of prostitutes, and employment opportunities, @eftfact that these officials

no longer occupied positions that allowed them to execute official acts or influence acts
that would enrich GDMA(Indictment, United Statesf America v. Newland, Deguzman
Hornbeck, Loveless, Lausman, Shedd, Herrera, Gbr2@17. Other allegations of
fraud aligned into théiotheild phase included acts of alleged collusion between a Naval
Criminal Investigative Service (NCIS) agent and GDNI@omplaint, United &tes of
America v. Francis, anBeliveau,2013). The alleged as of fraud committedhy GDMA
personnel that aligned under this phappearto havebeen perpetratefbr the purposes

of prolonging and concealing GDM# procurement fraud schem@&omplaint, United
States of America v. Francis, algliveau, 2013); Indidment, United Statesf America

v. Newland, Deguzmardornbeck, Loveless, Lausman, Shedd, Herrera, Gor2adh).

2. Internal Controls
a. Control Environment

The allegations of procurement fraud that occurred dudefciencies in the
internal control componat of control environment occurred because of an unethical
climate and culture that developed within the top leadership component of thés Mavy
Fleet staff.In its 1987 reportthe Treadway Commission explained, tfigie tone set by
top management thanfluences the corporate environn@rs of overriding importance
in preventing fraud within an organizatioNdtional Commission on Fraudulent
Financial Accounting Repqrtl987, p. 11).Additionally, allegations of procurement
fraud occurred becausé a lack offistandards, processes, and structures that provide the
basis for carrying out internal control across the organiza{©®S0O, 2013, p. 4).

With the exception of one enlisted Navy sailor, the majority of personnel indicted
by the federal courteave been Navy officer®\ majority of these officers were in the
paygrades of O5 andreaterand served on the Nalg/ 7" Fleet Staff at some point
between 2006 and 201@®Vhitlock, 2016a) The conspiracy to defraud the Navy was
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pervasive amongst top leadevho served in'7Fleet staff positiongFor example, from
221 25 May 2008, GDMA allegedly hosted a thwaay party at a luxury hotel in Manila,
Philippines for officers from the'7Fleet staff.At this party, GDMA allegedly provided
these officials wit a rotating carousel of prostitutdshe partygoers are alleged to have
drunk all of the hotels Dom Perignon champagn&he total cost of the party was
estimated at $50,000indictment, United States of America v. Newlardewland,

DeguzmanHornbeck, Leeless, Lausman, Shedd, Herrera, GorsR0h7).

In addition, allegations of procurement fraud that occurred ddefi@encies irthe
control environmentomponeninclude actions allegedly taken by Navy officials to assist
GDMA in continuing its conspaicy to defraud the Navylo accomplish this, GDMA
allegedly hosted lavish dinners at ports of call for these officials and ha$tadging of
the guard dinners designed to recruit new members of tHeFleet staff into the
conspiracy (Indictment, UnitedStates of America v. Newlandyewland, Deguzman,
Hornbeck, Loveless, Lausman, Shedd, Herrera, GorsR8h7) Additionally, Navy
officials would furnish Francis with personality profiles of Navy officials to determine if
they would be candidates to joimet conspiracylinformation, United States of America v.
Aruffo, 2014; Indictment, United States of America v. Newlamtgwland, Deguzman,

Hornbeck, Loveless, Lausman, Shedd, Herrera, Gor2047)

Allegations of procurement fraud that occurred due ® dé#ficiencies in the
control environmentcomponent also included Navy civilian contracting officers
awarding contracts to GDMA in exchange for accepting cash bribes and travel
accommodationglndictment, United States of America v. Simpkins, 20%tgapoe
Government, 2015).Later, these contracting officers allegedly took action to exercise
options for these contracts despite internal Navy concerns about GDMIWng and
pricing practicegindictment, United States of America v. Simpkins, 20Ihe esearch
findings supported that GDMAallegedly was able to perpetrate procurement fraud
against the Navy for a long period because of a laskanfdads, processes, and structure

across the Navg husbanding contract management organizations.
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b. Risk Assesment

This research study did not identify any instances in which risk assessment was
the primary internal control deficiency that permitted the alleged acts of fraud to occur.
This is because the allegations of fraud involve overt acts and the defioftiosk
assessment provided @hapteill states that risk assessment involii€ke identification,
analysis, and management of risk faced by an organizafiGhang, 2013, p. 16).
However, because fraud allegedly occurred, it can be argued that eawhatleged
fraud could be aligned with the risk assessment component. Effective risk assessment
would have prevented the alleged fraud from occurtitayvever, given the limitation of
this research to align each alleged act of fraud with the primary ahteontrol
component that permitted the alleged act to occur, no alleged acts of fraud were aligned

to risk assessment in this research study.

C. Information and Communication

The alleged acts oprocurement fraud that occurred duedeficiencies inthe
internal component of information and communication occurred because of an abuse of
classified and proprietary dat&AO (2001) explainsiiThat information should be
recorded and communicated to managenagt others within the agency who need it
and in a fom and within a time framthat enablethem to carry out their internal control
and operational responsibilit@eGAO, 2001, p51).

In exchange for items of value, Navy officials allegedly provided GDMA with
competitor pricing data, classified shiysghedulesand internaNavy data pertaining to
the contract management procg€3omplaint,United States of America v. Francis and
Misiewicz, 2013; Complaint, United States of America v Francis and Sanchez, 2013;
Indictment, United Statesf America v. Nevand, DeguzmanHornbeck, Loveless,
Lausman, Shedd, Herrera, Gorsu2®l7). GDMA alsoallegedlyreceivedinternal Navy
information pertaining to theriminal investigations that NCIS was pursuing against the
firm (Complaint, United ftes of America v. Rncis, andBeliveau, 2013). This
information assisted GDMA in constructing its contract proposals and influenced its
contract negotiations with the Navpdditionally, GDMA was able to uséhe shipH
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schedule informatiomo mobilize its own assets, suchlzgges or tugboats, to faway
ports. Using its own assets to provide services washmtheaper than relying on
subcontractors and increased its profit (Compldimited States of America v. Francis
and Misiewicz, 2013).

In the case of the NCIS agent ¢ollusion with GDMA, GDMA received ufo-
date information concerning the multiple investigations NCIS was pursuing against
GDMA (Complaint, United gates of America v. Francis, arBeliveau, 2013). This
allowed GDMA to remain ahead of the Navy and tdkenahanges to internal GDMA
processes that were under question by Navy investigators and contracting offimials.
example,after a NCIS agent allegedly briefed GDMA on developments into an NCIS
investigation into fraudulent billing practiceDMA allegeadly changed their business
processrelated to billing proceduresComplaint, United ftes of America v. Francis,
and Beliveau, 2013). Specifically, GDMA changed their process submit purported
subcontractor bids using GDMA letterhead instead of sulmgitthe falsified quotes
directly to the contractingfficer (Complaint, United g&tes of America v. Francis, and
Beliveau, 2013). This had the effect of prolonging GDM# alleged conspiracy to
defraud the Navy.

d. Control Activities

The alleged acts oprocuement fraud that occurred due deficdencies in the
internal control component afontrol activitiesoccurredbecause the Navy failed to
execute fiactions established through policies and procedures that help ensure that
managemed directives to mitigat risks to the achievement of objectives are carried
outd (COSO, 2013, p.4)Specific allegations of procurement fraud that occurred due to
the Navys failure toproperlyexecute control activities include actions by Navy officials
to request items of vaduand directed the costs of those se¢mbe fraudulently included
in GDMA port visit invoiceqInformation, United States of America®Debord 2019. In
these cases, the Navy rendered payment based on these irfiidicesation, United
States of Ameria v. Debord, 2016)Also included are alleged efforts by GDMA to

create fictitious vendors to win contract awards for incidental items associated with port
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visits (Complaint, United States of America Wisidagama 2013; Indictment, United
States of Ameria v. PetersonRaja, 2014 The absence of control activities allowed
GDMA to win contract awards despite a mandate for compet{tBomplaint, United
States of America vWisidagama 2013; Indictment, UnitedStates of America v.
PetersonRaja, 2014

In addition,alleged acts oprocurement fraud that occurred dued@diciencies in
control activities include actions taken by Navy officials to pressure other Navy officials
to remit payments to GDMA(Indictment, United States of America v. Newland,
Newland DeguzmanHornbeck, Loveless, Lausman, Shedd, Herrera, Gors2a1v)

This pressure was typically applied when GD&AnNvoices were presumably being
guestioned.Other allegations of procurement fraud occurring in this phase include
improper payments bthe Navy for invoices that used fraudulent subcontractor and port
tariff data and improper payments to GDMA for services that were not provided to the
Navy (Complaint, United States of America Wisidagama 2013; Indictment, United
States of America v. Berson,Raja, 2013

e. Monitoring Activities

The alleged acts oprocurement fraud that occurred duedeficiencies in the
internal control component of monitoring activities occurred because the Ibeked
flongoing evaluations, separate evaluations, anesacombination of the twio(COSO,

2013, p. 5).It should be noted that the number allegations of procurement fraud that
occurred due tdeficiencies irmonitoring activities was a relatively low numb&his is
because the overwhelming majority of allegas of fraud involve single overt acts.

this research, the internal control component of monitoring activities was aligned with
allegations of fraudulent acts that employed a particular fraud scheme over extended
periods, or across similar activitiett was deficiencies in theNavyds monitoring
activities that permitted thallegedparticular fraud schermsdo occur over time and be

perpetrated across similar activities.

Specific alleged acts oprocurement fraud that occurred duedsficiencies in

monitoring activities included GDMA creating fraudulent port authorities and shell
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companies(Complaint, United States of America Wisidagama 2013; Indictment,
United States of America v. PetersdRaja, 2014 Shell companies are falkkmisinesses

or entitiesthat are established for the purposeénsicinga company or the government
for goods or servicethat it does not receive (Wells, 80). GDMA is alleged to have
submitted fraudulent port tariff invoices using these fraudulent entities at inflatesd cos
for ships making ports of call in Sepangar, Malaysia, Bali, Indonesia, Langkawi,
Malaysig and Ream, Cambodi& ¢mplaint,United States of America v. Wisidagama,
2013).

Also included under monitoring activities are allegations that GDMA
fraudulently epresenteduel salesGDMA allegedly told the Navy that the Government
of Thailand required that ship fuels must contain adisel mix(Complaint, United
States of America v. Wisidagama, 20185 a result, GDMA allegedly stated that it
would have to mport fuel into Thailand to meet Navy and Thai government
specifications. However, the gvernment of Thailand imposed no such regulation
(Complaint, United States of America v. Wisidagama, 2013)legedly, GDMA
procured fuels from local vendors while parpng to import the fuelsAccording to an
analysis bythe Defense Contract Audit Agency (DCAA), the losses to the United States
on fuel charges in Thailand alone exceeded $3,000,000 for five fuel purchases in 2011
(Complaint, United States of AmericaWisidagama, 2013).

Other alleged acts ofprocurement fraud that occurred due deficiencies in
monitoring activities include the Navy awarding contracts to GDMA up until Fréncis
apprehension by federal authorities in 2@P&rry, 2013; Standifer, 2017As early as
December 2006 oncer ns about GDMAGs excessyetvel y
the Navy continued to award contracts to the fimdictment, United States of America
v. Simpkins, 2015Whitlock, 20160.

3. Procurement Fraud Schemes

Based on tl research findings, collusion was thleegedfraud scheme thatias
prevalentin the Fat Leonard casEach procurement fraud scheme that occurred will be

analyzed and discussed in the needtiors.
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a. Collusion

The instances of collusion consisted of Naf¥fjcials allegedly receiving items of
value from GDMA in exchange for performing and influencing the execution of official
acts.In exchange for items of value, Navy officials provided GDMA with classified
ship® schedule information, vendor pricing imfoation, and internal Navy data
(Information, United States of America #rancis and Glenn Defense Marine (Asia)
PTE. LTD, 2015; Indictment, United Statesf America v. Newland, Deguzman
Hornbeck, Loveless, Lausman, Shedd, Herrera, Gor&ddh). Items of value received
by Navy officials included gifts, hotel rooms, cash, prostitutes, entertainment, meals, and
travel (Indictment, United State®f America v. Newland, DeguzmarHornbeck,

Loveless, Lausman, Shedd, Herrera, Gorsgohy).

In addition, a&ts of collusion also include allegations that Navy officials accepted
items of value in exchange for efforts to schedule port visifp@arl portgComplaint,
United States of America v. Francis and Misiewicz, 2013 Pdarl porté referred to
portsof call for which the Navy had reduced visibility and GDMA had the opportunity to
generate higher revenues for a particular port vi@ingplaint,United States of America
v. FrancisandMisiewicz, 2013) Acts of collusion include allegations that Navyichls
made specific arrangements during port visits that were beneficial to GDMA in exchange
for items of valueThis included directing specific mooring arrangements for ships that
would result in increased revenues for GDMA and increased costs foNding
(Indictment, United Stateef America v. Newland, Deguzmatdornbeck, Loveless,
Lausman, Shedd, Herrera, Gorsu2bl 7).

Furthermore, ets of collusion also include allegations that Navy officials
accepted items of value from GDMA in exchange foesguring Navy contracting
officers to make awards to GDMA arsglippressedegative information relating to
GDMAG actual performancéndictment, United States of America v. Brooks, 2016;
Indictment, United Statesf America v. Newland, Deguzmardornbeck, Loveless,
Lausman, Shedd, Herrera, Gorsue®l7). These officials allegedly also took actions and
committed to future efforts to suppress challenges to GDMA billings and prices, pressure

Navy officials to remit payments to GDMA for questionable invoicesd suppress
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GDMAG competitorgIndictment, United Statesf America v. Newland, Deguzman
Hornbeck, Loveless, Lausman, Shedd, Herrera, Gor204dh).

Acts of collusion also included allegations that Navy civilian contracting officers
at Fleet Industal Supply Center Yokosuka, Detachment Singapore, accepted cash bribes
and travel accommodations from GDM@ndictment, United States of America v.
Simpkins, 2015 Singapore Government, 2015 exchange for cash and travel
accommodations, these contragtiofficers allegedly took action to award GDMA long
term IDIQ contracts for husbanding services in the Republic of the Philippines and
Thailand (Indictment, United States of America v. Simpkins, 201&ingapore
Government, 2015)Later, these contractingfficers allegedly took action to exercise
options for these contracts despite internal Navy concerns about GDMIAng and

pricing practicegindictment, United States of America v. Simpkins, 2015

Collusion in this case also included alleged kickbabksveen GDMA and
subcontractors in Japan during the period of July 1, 2009 to December 31, 2010
(Information United State®f Americav. Aruffo, 2014).During thistime, GDMA held
the contract to provide husbanding support to U.S. Navy vessels makisgopoall in
Japan(Information United Statesof America v. Aruffo, 2014). Under the contract
closeout process used by the Namysupport of this contraclGDMA subcontraairs
would submit heir invoices directly to the Navy after completion of husbagdiervices
(Information United Statesof America v. Aruffo, 2014). Under this process, Navy
shipboard personnel via a United States treasury check would make payment to these
subcontractorgInformation United Statesof America v. Aruffo, 2014). Under tis
stratagem, GDMA allegedly required Japanese subcontractors to agree to overbill the
Navy in order for that subcontractor to participate in the contesiter receiving
payment, the subcontractor kicked back the overpayment to GMdrmation United
Statesof Americav. Aruffo, 2014). This money was allegedly used by GDMA to fund
the items of value provided to Navy officials participating in the conspiracy to defraud
the Navy(Information United State®f Americav. Aruffo, 2014).These items of vak
included gifts, hotel rooms, cash, prostitutes, entertainment, meals, and travel

(Information, United States of America f#rancis and Glenn Defense Marine (Asia)
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